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Executive Summary

Deliverable D1.1 — “PISTIS Operation Principles and Context Detailing” is the first deliverable
of WP1 and reports on the activities in the first six months of Tasks 1.1-1.4.

First, a summary of the PISTIS platform is given as envisioned in its initial concept along with
the respective demonstration hubs and their relevant use cases. The eleven use cases of the
demonstrator hubs of PISTIS project are described along with a preliminary list of the data
available within the project.

Furthermore, the main operation principles of the PISTIS platform and the context in which
the demonstrator hubs will operate within the platform are defined in detail, following a
methodology that includes desktop study, questionnaires, and workshops among the PISTIS
end-users. The results of this analysis include three of the main outcomes of this deliverable.
1) A set of end-to-end usage scenarios in the context of PISTIS demonstrators that detail the
goals of each scenario, the role of PISTIS platform and the interactions of the end-users for
each of the eleven use cases. 2) The full data lifecycle as seen from the point of view of the
data trading organisations using the PISTIS platform 3) A set of business requirements that
outline the expectations of end-users on how the PISTIS platform should operate. Those three
results will be used as the basis of the definition of functional and non-functional requirements
of the PISTIS platform and its core functionalities.

Additionally, the ethical and legal considerations for data sharing are provided, including key
considerations for demonstrator partners and other to read and work on, for purposes of
developing arrangements and related documents to enable and facilitate data sharing when
the pilots, data flows, involved stakeholders and value models become clearer at a later stage
during the project. In addition, a discussion of clusters of EU laws across four perspectives
(data-centric, people-centric, market-centric, and system-centric) is conducted and key
takeaways on the legal requirements are produced that are highly relevant to PISTIS. The
result is an initial set of recommendations, for the consortium partners, on regulatory
compliance with the identified EU laws. Moreover, the legal status of smart contracts in EU
law is discussed and the essential requirements for smart contracts envisaged in the Data Act
proposal are briefly explained.

Finally, D1.1 gives the background knowledge in the form of an overview and initial analysis
of the as-is and to-be processes around data management and data trading as well as a
technology radar that includes a comprehensive list of external initiatives, projects, and
frameworks that are relevant to the core functionalities of the PISTIS platform. Those will be
used as an initial knowledge base for the detailed state of the art analysis that will be
conducted in WP2 and WP3 as well as the definition of the core functionalities of the PISTIS
platform.

Since D1.1 is one of the first deliverables of the PISTIS project that deals with the fundamental
principles of the platform does not depend on other deliverables. However, it is expected that
many deliverables that follow will depend on D1.1 and refer to it.
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1 INTRODUCTION

This deliverable provides an overview of the operational context of the PISTIS platform. Its
primary purpose is to outline the platform's operation's high-level principles, along with any
legal considerations. It includes the business analysis and use cases, business requirements,
legal requirements, data management and trading processes and technology radar.

Among others, the deliverable presents the business analysis and use cases, exploring the
possible application of PISTIS in various business scenarios. This section aims to show the
platform's potential and relevance to different industries. Then, the document discusses
business requirements, focusing on the specific needs that PISTIS must address to fulfil its
objectives effectively. It also highlights the legal requirements the platform must comply with,
ensuring its operations align with relevant regulations and standards.

The document also discusses data management and trading processes. It digs into data
processing, emphasizing the importance of interoperability, quality, and data lineage.
Furthermore, it explores data exchange and transfer, security and privacy, and the intricate
processes of data trading and value exchange. This section sheds light on data markets,
valuation methods, and the mechanisms involved in trading data.

The technology radar section provides insights into the technological landscape surrounding
PISTIS. It covers initiatives related to data management, such as those concerning extract,
transform, and load (ETL) processes, privacy, security, and trust. It also explores initiatives
linked to data trading, including distributed ledgers and monetization. Lastly, it emphasizes
the ethical considerations that should guide the operation of the PISTIS platform. It points out
the importance of conforming with ethical standards, promoting transparency, and ensuring
the responsible use of data.

Overall, the document provides an overview of the PISTIS platform's operational scope and
offers valuable insights into its business analysis, requirements, legal aspects, data
management, trading processes, technology landscape, and ethical considerations. By
covering these essential areas, the document sets the basis for the development and
implementation of the platform.

1.1 OvVeRVIEW OF PISTIS PLATFORM

PISTIS is a holistic framework and reference platform designed to unlock the capabilities of
the data economy. It integrates various domains like data management, analytics, finance,
crypto, and security to revolutionize how data is managed, shared, and monetized. By
leveraging existing and emerging data space infrastructures, PISTIS aims to facilitate efficient
and trustworthy data sharing and monetization in line with the concept of European Data
Spaces. The platform introduces innovative approaches, enhancing data quality and
interoperability while incorporating market principles. It incorporates cutting-edge
technologies such as blockchain, fintech, and distributed ledgers to support data monetization
and multi-stakeholder investment. PISTIS operates through locally deployed services within
each data space, governed by a cloud-based control plane that ensures data discovery,
transaction execution, auditing, and other horizontal aspects. It follows a federated approach,
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prioritizing data ownership and control, and enabling peer-to-peer data transactions. The
platform empowers stakeholders by improving data quality, tracking lineage, transforming
data through analytics, and selecting revenue models. PISTIS aligns with initiatives like GAIA-
X and IDSA, focusing on data curation, interoperability, and security, while driving digital
transformation and providing strategic insights in the EU data market.

The initial conceptual architecture of PISTIS (The main architectural design will be conducted
within WP4 at a later stage of the project) follows a federated infrastructure approach, divided
into two core blocks: the PISTIS Data Space Factory Environment and the PISTIS Data Trading
& Value Exchange/Monetization platform.

The Data Space Factory Environment is a crucial component of the PISTIS platform. It is
deployed on the premises or on private infrastructure owned by supply-side stakeholders. It
is responsible for data transformation, enrichment, and execution of data sharing transactions
by communicating directly with other transaction parties. The Data Space Factory
Environment is divided into four bundles:

1. Data Ingestion and Transformation bundle: This bundle facilitates data ingestion from
various sources, such as APls, streaming data, and batch file uploads. Data enrichment
is performed using standard semantic models, and metadata is extracted and stored
in repositories. An Analytics/Insights Engine enables the execution of ML/DL analytics
pipelines, generating valuable insights from primary data artifacts. Data lineage
tracking, along with quality assessment and classification, ensures comprehensive
monitoring of data operations.

2. Data Security and Trust bundle: This bundle focuses on the security and privacy aspects
of data sharing. Access policies are defined using the Open Digital Rights Language
(ODRL) standard to control visibility and permissions for data assets. Anonymization
services transform data into anonymous or aggregated forms when required. GDPR
provisions are verified for datasets containing personal data. Data cryptography
services, including encryption and decryption, protect data integrity and
confidentiality during exchange.

3. Data Exchange Preparation bundle: This bundle involves configuring monetization
schemes for data assets and executing and monitoring sharing/trading contracts. The
Trading Pre-Processor allows data owners/suppliers to determine the value of their
data assets. A Smart Contract Execution Engine executes transactions recorded in the
blockchain ledger, making the designated data artifacts available to the demand side.
The Data Space Factory Clearing House manages the value attribution in digital wallets
of data owners/providers.

4. Data Peer-to-Peer Transfer Gateway bundle: This bundle facilitates peer-to-peer data
exchange between trading parties. A Contract Checker component validates data
trading contracts and enforces their execution during the transfer. It provides
interfaces for data provisioning to consumers and reception of data assets acquired
through smart contracts. Zero-Knowledge Attestation Agents ensure secure and
verified requests from authorized entities without revealing their identities.

Overall, the Data Space Factory Environment forms the core of sensitive data operations
within the PISTIS ecosystem. It empowers stakeholders to improve data quality, ensure
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security and privacy, prepare data for exchange, and facilitate peer-to-peer transactions while
maintaining the flexibility to integrate with existing services.

The Data Market Exchange environment is a cloud-based system that governs and
orchestrates operations related to data monetization and data market exchange that need to
be propagated to the Data Space Factory environments. It acts as a central intelligence hub
and access point for the demand side, storing metadata rather than actual data to ensure
secure and trusted data sharing. The environment consists of several components:

1.

PISTIS Data Explorer: A distributed data discovery service that builds a catalog of
metadata. It enables stakeholders to search for data assets using a distributed query
engine, which combines information from the catalog, distributed ledgers, and Data
Space Factory environments. An Access Policy Engine filters query results based on the
requesting party's attributes to ensure authorized access.

Monetization XAl Engine: Utilizes eXplainable Al to analyze the data market, assess
data value, and recommend optimal strategies to the supply side. It includes services
like Marker Insights for revealing market trends and dynamics, Data Usage and
Intentions Analytics for assessing data asset value, and FAIR Data Valuation Services
for recommending pricing, monetization schemes, and usage terms.

Data Value Contract Composer: Drafts contracts that describe how data assets are
traded within the PISTIS ecosystem. It includes modules like Asset Description Bundler
for packaging asset information, Purchase/Subscription Planner for defining access
methods, NFT Generator for trading NFTs and managing copyrights, and Data
Investment Planner for acquiring funding and sharing equity.

PISTIS Data Exchange Market: Acts as the primary monetary trading infrastructure for
data trading. It uses a stablecoin to link assets to real monetary values, providing
stability for trading. Real money is inserted into the platform via an Open Banking
Interface, converted into stablecoins, and distributed to custodial wallets. The PISTIS
Market Monitor oversees market activity and facilitates stablecoin transfers.

Data Exchange Governance: Manages the distributed ledger network within PISTIS
using a low-energy and permissioned blockchain solution. It includes services like
Smart Contract Template Composer for managing contract lifecycles, Transactions
Auditor for monitoring and auditing transactions, and On/Off Platform Contract
Inspector for enforcing contract terms and detecting breaches.

PISTIS Identity Manager: Authenticates stakeholders within the ecosystem using an
Identity Provider and validating their identities and attributes. It includes components
like an Identity Validator for online or offline identity validation and a Secure Public
Keys Store for encrypting data using recipient keys.

Data Models and Platform Services Configurator: Manages the platform's operation at
a central level. It includes services like Model Manager for lifecycle management of
sector-specific data models, a Global Semantics repository for transforming data and
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metadata, an Al Model Designer with pre-trained Al models for sharing insights, and a
Data Space Factory Connectors Manager for managing deployed Data Space Factory
environments.

Overall, the Data Market Exchange environment serves as the central point of intelligence for
the data market exchange and monetization services. It stores metadata about the data
assets, handles data discovery, and provides monetization insights and recommendations
within the PISTIS platform.
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Figure 1: PISTIS DoA High-Level Architecture

1.2 DEMONSTRATION HuBS OF PISTIS

To assess the degree to which the proposed framework can be successfully introduced to the
different data spaces, PISTIS will undergo real-life testing and validation in three
demonstration hubs in Greece, Spain, and Austria & Germany. Each hub focuses on a specific
domain, i.e., mobility and urban planning, energy, and automotive. The goal is to demonstrate
the practicality of the PISTIS solution in both vertical (within a specific sector) and cross-
domain/sector scenarios. The PISTIS demonstrator hubs encompass complete value chains in
cross-domain settings, enabling the validation of data sharing, exchanges, and transactions
among them. The three demonstration hubs regard:
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e The Mobility and Urban Planning Demonstrator Hub (AIA, OAG, GOLDAIR, DAEM,
OASA, UBIMET) aims to enable data trading and sharing among stakeholders from
various sectors, such as aviation, public transportation, and public administration.

e The Energy Demonstrator Hub (CUERVA, BAMBOO, OMIE, CARTIF, UBIMET) aims to
ensure the resilient operation of the distribution grid by leveraging the flexibility
capacity provided by local prosumers.

e The Automotive Demonstrator Hub (VIF, CARUSO, TRAF, UBIMET) aims to promote
environmentally friendly, safe, and efficient mobility by utilizing data from various
sources.

More details on the demonstration hubs and the related use cases are given in the next section
of this deliverable (Section 2.1).
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2 PISTIS DEMONSTRATORS’ BUSINESS ANALYSIS & USE CASES

2.1 OVERVIEW OF THE DEMONSTRATORS’ USE CASES

In this Section, the eleven Use Cases (UCs) of the demonstrator hubs PISTIS project are briefly
described together with a preliminary list of the data available for the study. The purpose of
these UCs is to test and validate the applicability of the PISTIS solution in the settings of
realistic scenarios. They are grouped in three “demonstration hubs” focusing on different
industrial and geographical domains in Mobility and Urban Planning (Greece), Energy (Spain)
and Automotive (Austria and Germany).

2.1.1 Demonstration Hub #1 — Mobility and Urban Planning

Demonstrator Hub #1 will focus on facilitating data trading and sharing amongst stakeholders
in aviation, public transport, and public administration, which are key actors of a value chain
that can be built around mobility and urban planning data. Five Ucs are foreseen.

2.1.1.1 UC.1.1 Baggage handling management.

Ground handlers receive baggage-related timestamps from the airport that enable proper
baggage management and make it possible early identification of irregularities in the baggage
delivery process to the passengers. Post-operation analysis of such data is very important to
investigate further incidents or non-optimal performance of the baggage delivery process. The
airport would benefit from information regarding the baggage loading and unloading process
from the handler, the status, the number, and the availability of the ground support
equipment (GSE) equipment, the scheduling and availability of the required personnel for
baggage management processes.

Information from the handler’s staffing and rostering system, the daily flight schedule on a
time horizon of 6 months, and weather predictions can be combined to produce the
probability that the flights will be serviced with no delays. Also, the data can be combined with
flight updates/changes in real time and signify the latest and most updated status and the
probability of achieving the aircraft turnaround and flight departure times.

2.1.1.2 UC.1.2 Transfer Passenger Management.

The impact of delayed transfer passengers who transit at the Athens International Airport
(AIA) will be investigated. Information on the number of passengers’ transfers at AIA and on
the delay of arriving flights is useful to departing flights which are waiting for transfer
passengers to calculate the impact of such delay on their schedules. Sharing information on
scheduled and actual transfer passengers between airlines, ground handlers and the airport
could also help the optimal allocation of aircraft stands to specific flights to minimize
passengers’ connection times between arriving and departing aircrafts.

2.1.1.3 UC.1.3 Aircraft Turnaround process.

Information about Target Off Block Time and turnaround times of the aircraft’s servicing
underlying process such as catering, fuelling, cleaning etc. is very important to be exchanged
between involved stakeholders. Additionally, information on the aircraft turnaround process
enables to estimate whether the daily schedule will be performed as planned. It is very
important for the airport to know as soon as possible any issues regarding the turnaround of
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the aircraft and exchange real-time information with the handlers and airlines regarding issues
or incidents in a secure manner. The sooner the airport or handler become aware of any
irregularities the shorter the reaction time for mitigation measures will be, thus minimizing
impact.

2.1.1.4 UC.1.4: Public Transportation Planning Support.

Data exchange between the airport and the municipality can help improve the overall planning
of public transport, allowing the development of services that are able to predict the accuracy
of the load within the day to improve route scheduling, deployment of vehicles and efficient
the utilization of its fleet, thus offering to commuters better services and lowering operational
costs.

The outputs of the analysis might also be traded back to parties such as the airport and the
city, for the latter to be able to improve their own offer and services towards the commuters,
or to relevant third parties (e.g., duty-free shops, local city businesses, etc.). This can be
achieved by combining data for incoming passenger traffic to the airport from public transport
(e.g., bus occupancy), data from the airport service handler (e.g., expected queuing, check-in
counters availability, security checkpoint staffing), and information such as airport routing,
flight, and weather information, etc.

2.1.1.5 UC.1.5 Insights for city commercial businesses.

Added value services will be offered across specific areas of interest in the city of Athens based
on the analysis and prediction of the load expected within the city, informing local businesses
on how people are expected to move within the commercial zones of the city aiming at
improving local entrepreneurship and boost businesses turnover, and delivering services that
can improve the mobility experience of the citizens and visitors of the city, which will lead to
an optimization of mobility services In specific areas (e.g. dynamic PT timetables, less queuing
on touristic sites) and could help the Public Transport Operator to adapt in the longer term its
routes and timetables with respect to touristic/heavy load destinations.

2.1.2 Demonstration Hub #2— Energy

The energy demonstrator hub will focus on ensuring the resilient operation of the distribution
grid through the utilization of the flexibility capacity that can be offered by local prosumers
and triggered by the aggregator (as the main actor involved in flexibility transactions and
representing aggregated clusters of prosumers in energy markets), thus providing a real
environment for validating the operational benefits of data sharing. Four uCs are foreseen.

2.1.2.1 UC2.1: Increase the hosting capacity of the grid.

The increase in the Distributed energy resources (DERs) can cause problems to the grid
because installations below 15kW can be connected without any licence and hence it is
measures to ensure grid balance (also at infrastructural level) cannot be easily planned.
Thanks to the data coordination the Distribution Service Operator (DSO), working closely with
the Market Operator (MO) and the aggregators, can anticipate and manage these problems
coming up with solutions related with the participation in global markets, introduction of the
DERs and aggregators in the short-term flexibility market, also empowering the DSO to limit
some of the DERs to protect the grid. Hence, there is a need of data interchange between
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DSO, MO, and DERs, resulting from the negotiation of these short new term flexibility
products, and one of the biggest advantages is that it can be automated.

2.1.2.2 UC2.2: Investment Deferral.

This UC focuses on investment reduction thanks to the data and the flexibility of the system.
The most benefited actor is the DSO that can plan the grid operation, including the use of
flexibility agents, and create a long-term local flexibility market. In this case, the market is
planned to create commitments with the DSO for the following months or years, thus
effectively enabling a new management tooling for the DSO. These data are interchanged over
time thanks to the platform, being thus registered, and if it's necessary apply tradability or
penalties, in validation process if necessary.

2.1.2.3 UC2.3: P2P trading between users or Energy communities.

Currently, in view of the promotion of self-consumption, shared self- consumption and the
growing number of new energy communities, users are increasingly willing to be aware of the
origin of the energy purchased from the grid and the destination of the energy fed into the
grid. At present this information is unknown, beyond the guarantees of origin offered by some
traders. A P2P trading is proposed to allow the user to choose which grid user sell to or buy
from, thus enabling the creation of these peer-to-peer exchanges and, therefore, empowering
the users to know exactly what they are consuming and where it comes from. This could be
enabled by new platforms operated by the MO, where different resources trade energy in
local level, but without the need to adjust to the grid's requirements coming from the DSO.

2.1.2.4 UC2.4: Monetisation of data

This UC will explore the possibility to monetise the data owned by the different actors
participating in the energy exchange over the grid to third parties for use energy as a service
(EaaS). The potential consumers are aggregators, installers, energy service companies,
retailers, consultancy or advisory companies, private research groups and universities, EV
charging companies, software companies, that would be able to optimise their existing
services and develop new ones thanks to the additional information obtained through the
platform.

2.1.3 Demonstration Hub #3— Automotive

The automotive demonstrator hub will support environmentally friendly, safe, and efficient
mobility and transport. Specifically, the mobility hub will use various data sources, e.g.
connected vehicle data from car manufacturers (via CARUSO, data provider operating a data
marketplace), vehicle trip data (via VIF, Europ’'s largest RTO for virtual vehicle technology),
weather data (via UBIMET), map data (OpenStreetMap), and air quality data (open
government data) to focus on traffic quality assessment in urban areas and driving style and
driving risk assessment. The two use cases in this Hub will use the data and provide concrete
data-driven services to individual drivers (driver warning and coaching), businesses (corporate
mobility management for green driving), and public administrations (urban emission
modelling, risk hotspot analysis).

2.1.3.1 UC3.1: Traffic quality assessment.
Driving patterns of vehicles will be analysed in their temporal, spatial and situational context
using actual Trip Data (logged with a smartphone app owned by VIF) and vehicle sensor data
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(connected car data via CARUSO). From this data, specific information is calculated, e.g.,
acceleration, speed, and fuel consumption patterns along a specific route at certain times and
their correlation with weather and air quality. These insights are used as input parameters for
urban analytics applications facilitating planning processes, such as emission models or the
hot-spot detection of stop-and-go patterns. Together with the driving style and risk
assessment analytics, the generated information is also used for incentivising green driving
styles and mobility decisions (such as reducing the share of motorised individual transport in
the modal split of a commute) and optimising potentials for greener transport in the context
of a corporate mobility management. Novel urban analytics components will be prototyped,
including input parameters for emission models and traffic quality parameters, as well as
corporate mobility management services and mechanisms for companies to promote more
sustainable driving styles.

2.1.3.2 UC3.2: Driving Style & Risk Assessment.

The assessment of driving style and driving risk by using multiple data sources is a major topic.
The driving risk is computed by analysing data from connected vehicles, data about past
accident hotspots, past braking behaviours of car drivers, and weather data, to name a few
examples. Thereby driving-risk relevant events are extracted from the data and form the input
for a driving risk assessment pipeline. The individual driving style serves as another input to
the risk assessment. Thereby drivers are categorised according to their driving styles, based
on safety-relevant events such as speeding, phone use, use of assistance systems or reckless
driving derived from the vehicle's sensor data while driving is weighted in terms of severity
using contextual data (such as weather data). In a second step, this data is used for driver
coaching, applying gamification approaches such as awarding points or ranking drivers
according to their personal driving style to create competition for the most environmentally
friendly and safest drivers.

2.2 METHODOLOGY

The approach to define the main operation principles of the PISTIS solution and to detail the
context in which the Demonstrators Hubs will operate consisted in four phases, as follows.

1. A desktop study to identify and organise the actions data providers and data
consumers typically need to perform.

2. Aquestionnaire for the participants in the Demonstrator Hubs to start identifying their
needs, pain points and desirable solutions.

3. Aset of workshops with the participants in the Demonstrator Hubs to investigate more
in detail some of the aspects mentioned in their answers to the questionnaire.

4. A wrap-up round of discussion with all PISTIS partners to summarise the main
information collected so far.

In the following, the discussion refers to the exchange of data between providers and
consumers. However, it should be noted that in the PISTIS Demonstrator Hubs some
participants might be interested in the possibility of making available, or exploiting, also
services/applications. Therefore, while the terminology used in this context focuses on data
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for the sake of brevity (e.g., “data providers” and “data consumers” and analogous terms), the
term should be interpreted in a broader sense.

Desktop study. In the first phase, the available information was collected about the actions
data providers and data consumers typically need to perform in general when they want to
conduct a transaction. The purpose of this study was to formally define the general process
through which the different actors undergo when they wish to complete the transaction and
identify those that could be performed through the PISTIS platform or facilitated by specific
functions implemented in such platform. These actions describe the “Data Lifecycle” from the
point of view of the potential users of the PISTIS platform. Table 1 presents the identified
actions performed by data providers/data owners and data consumers, respectively, each
time they want to conduct a transaction. A description of the process through which we
iteratively defined the various stages of the Data Lifecycle is discussed in some detail in Section
2.4.1.

Questionnaire. The second phase consisted in identifying the information required to put the
general outline of the Data Lifecycle into the context of the real problems that need to be
addressed by the UCs in the Demonstrator Hubs. In particular, the activities focused in
formulating a set of questions to be asked to the participants in the UCs to understand the
characteristics of the problem they want to address and of their desired solution. Ideally, the
answers to these questions are expected to provide the necessary information to identify the
most appropriate technical solutions to be implemented on the PISTIS platform.

Table 1 List of actions performed by the potential data owners/providers and data consumers, i.e., the actors
potentially interested in a transaction to sell and buy data, respectively.

Actions of data providers Actions of data consumers

Data Ingestion, Transformation and Treatment: |Data Exploration

e Data Check-In: The collection of data from| e Data Navigation/Querying: The
the PISTIS system through various options| search functionality of PISTIS system for|
(e.g., APIs, Pub/Sub, etc.) search of data in the federated reposito-

e Data Enrichment: the cleaning of data from| ries according to specific parameters
errors and/or inconsistencies and the| e  Data Matchmaking Services: The
matching of ingested data to a common| recommendation of data based on vari-
model for interoperability purposes ous aspects such as previous searches,

e Analytics/Insights Engine: The application| related terms, etc.
of some ready-made analytics on the data,
to extract some information.

e Data Lineage Tracking: The application of
tracking tags on the data for allowing track-
ing of the subsequent actions.

o GDPR Checker: The evaluation of whether]
the data contains GDPR relevant infor-
mation and the suggestion to strip (if
wanted) such information from the dataset
(or to change it if needed) prior to exchang-
ing it with other stakeholders.

e Data Anonymization: Application of anony-
mization techniques

Actions
per-
formed
before a
contract
is
drafted
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e Data Quality Assessment: The assessment
of the data for extracting indexes that can
describe the quality in different dimen-
sions.

e Data Storage: The storage already treated
data back to the original data storage facili-
ties, keeping “pointers” at the PISTIS facility

Preparation for data publication

e Access Policies Definition: Mechanisms for
the application of policies for the access
level on stored data of PISTIS system

e Searchable Encryption: Application of
Searchable Encryption for specific data
samples to be published online.

e Data and Metadata Publication: The pub-
lishing of metadata of the treated datasets
in the federated PISTIS repositories for the
allowing their querying and the publication
of a small set of Data online as an example
to be displayed to interested stakeholders

Data Monetary Value Estimation/Tagging:

e Value Suggestion based on the XAl Engine

e Data Asset Description (for enabling Shar-
ing)

e Definition of Monetisation Scheme, e.g.,
one or a combination of:

e Subscription or One-Off Purchase Design
Scheme

e Data “Equity” Offering

e NFT Generation

Data Contract Preparation

e Contract Drafting: The initiation of a data contract between a data provider and a data
consumer for data trading.

e Contract Notification: The notification regarding the contract’s fate

Data Contract Execution

e Contract Negotiation: The negotiation between a data provider and a data consumer for|
the contract terms of data trading

i)l ©  Contract Signing: The finalization of a contract between a data provider and a data con-|

exe- sumer

(1M Data Encryption Data Acquisition:

ELCHEN o Full Dataset Encryption: The full encryption|e  Data Transfer: The acquisition of the
contract of the Dataset prior to sending it (if re- dataset directly from the data owner
is quired) e Data Decryption: The decryption of the

LIENCMPeer-to-Peer Data Exchange acquired dataset, using the keys pro-

e Data Export via different methods: The se- vided
lection of how data shall be sent to the re-
cipient (also based on the contract terms)

Transactions Monitoring

(0l 188 ® Auditing of Transactions: An interface
actions where a user can have a log of his transac-
tions.
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e Auditing of On/Off Platform Usage: An in-
terface where the user can witness how the
data he has traded is used

The first round of brainstorming resulted in a list of 55 questions addressing all relevant
aspects to identify the data landscape, and the functional, non-functional, technical and user
requirements about the data that needs to be shared across the participants in the uCs and
the mechanisms to enable the transactions. These aspects include for example the type and
format of data that are available to be exchanged, the actions that need to be performed on
such data (e.g. pre-processing, encryption, etc.), the necessary mechanisms to protect and
anonymise sensitive information, the characteristics of the users that will have access to the
data, the timing at which the data needs to be available, the trading schemes, and so on.

The preliminary list of questions was subsequently revised with the aim of clustering them
around the following fundamental topics (as discussed later in Section 2.4.1, these
corresponded to the preliminary components of the simplified Data Lifecycle):

e Problem definition. It includes the description of the need(s) which the Use Case
participants want to address, and which drives their motivation to use the PISTIS
platform.

e Data identification and collection. It includes the characterisation of the type of data
necessary to address the user needs and the process to collect such data. The purpose
is to investigate whether this data is available, whether someone within the
organisation of the Use Case participant is already collecting it and, if not, whether
there are technical limitations (e.g. additional sensors have to be installed that
currently do not exist, a process has to be put in place to enable the recording of the
data, etc.) or regulatory constraints preventing the collection of such data.

e Data analysis. It includes information about the manipulation, processing, and analysis
that must be performed on the data to extract the necessary information to address
the user needs and solve the original problem.

e Data sharing. This covers the mechanisms and processes that need to be put in place
to transfer information across UC participants in the case one user needs access to
some specific data which could in principle be made available by another user of a
different Organisation.

e Data monetisation. This assesses the value attributable to the data both by the data
owner (whose goal is to capitalise on the data they produced) and consumers (who
can estimate the extent to which the additional data can potentially improve their
business).

e Data acquisition. This covers all aspects relating to possible security and privacy issues
that might arise from the acquisition, use, and exchange of the data of interest.
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To clarify these aspects, a questionnaire was prepared and shared with the participants in the
three Demonstrator Hubs. Table 2 shows the questions presented to the participants for each
UC. The rationale is that different participants will provide their point of view of data providers
or data consumers, and the combination of their feedback provides a picture of the problems
and desirable technical and procedural solutions from different perspectives.

Table 2 Questionnaire presented to the Use Case participants.

e Please specify for which Use Case you are filling the questionnaire.

INTRODUCTION . . .
e Please provide the name of your organisation and email contact
PROBLEM e Describe what is the problem you would like to solve within the use
case
e What type of data do you need?
e Isthe datayou need available? If the data you need is available, from
whom would you get it? If the data is not available, could you explain
why (e.g., technical/regulatory/timing/etc. issues)?
DATA COLLEC- e Do you require the data to comply with a specific format/standard?
TION e Does the data you need contain any information associated with an
identified or identifiable natural person, e.g., personal data? (Personal
data could be, for example, a name, location, identification number, or
physical, psychological, or social attributes of a person.)
e How do you evaluate the quality of the collected data?
e Once the data has been collected, how would you use that (e.g.,
combining it with other data source? analyse the data?)
DATA ANALYSIS e If data analysis would be required, what kind of analysis?

e Is pre-processing required (e.g., transformations)?
e If so, what kind of pre-processing would it be required?
e Is combination with other sources required? (Owned or external?)

DATA SHARING

e Areyou able to retrieve data from other organizations?

e If you can retrieve data from other organisations, how often do you
need to retrieve them?

e If you can retrieve data from other organisations, how do you re-
trieve them (e.g., is there any standards for data modelling)?

e Ifyou are not able to retrieve data from other organisations, what is
preventing the data sharing? (e.g., technical/ regulatory/ etc. issues)

e Considering the data that you directly collect; do you think theyj
would be useful for anyone else? If so, to whom?

e What requests you have currently for sharing your own data?

e What is the type of data you are willing to share (structured, bi-
nary?)

DATA MONETI-
SATION

e What would you need to know to capitalise on the data/knowledge
produced/co-created?

e If you could have the data you need, would you be able to estimate
how much is worth for your business? If so, on what basis?

e How would estimate the value of data you share?

e What is going to be the pricing plan for your service?
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e Do you handle data with GDPR restrictions / personal data of hu-
mans?

e Do you have access policies for your data? If so, how do you expect
these policies will apply to the PISTIS access?

e What data anonymization techniques would you need to be ap-
plied?

e Are your data searchable?

e Do you need to transfer to or share the data with any third party
DATA ACQUISI- from outside the EU/EEA? (E.g., the USA, the UK)

TION e What are the technical and organisational measures in place or to be
implemented to ensure the security of the data processing/sharing activ-
ities?

e Isanylaw or regulation preventing you from sharing data with part-
ner companies, or preventing other organisations from sharing their data
you need?

e What kind of security and privacy issue do you see from the use of]
such data?

e What kind of measure shall we put into place to mitigate the risk?

Workshops. The rationale of the questionnaire was to generate a preliminary, high-level
description of the potential users of the PISTIS platform, their needs, and motivations to adopt
it, and their expectations about the kind of interactions they can have with it and the
information they would like to extract from it. The subsequent phase was dedicated to
discussing in more detail these aspects to generate a set of end-to-end scenarios that describe
the process through which each Use Case participant will be able to interact with the platform.
This discussion took place in the form of a series of interactive workshops in which participants
were asked to provide their insight on their motivations to use the PISTIS platform, their
expectations on the information and services the platform should be providing, and the
process they envisage to before, during and after the interaction with the platform.
Specifically, four workshops were organised, two for the Demonstration Hub #1 — Mobility
and Urban Planning (that has five Use Cases), and one for each of the Automotive and Energy
Demonstration Hubs.

The workshops activities were structured as follows. First, a brief introduction of the Use Cases
under discussion was provided. Subsequently, the participants accessed a virtual whiteboard:
and, individually, provided their insight about the Use Cases by answering the questions
shown in Table 3. In the first workshop of the series, which focused on the two Automotive
Use Cases, the questions were structured and formulated slightly differently, as they were
clustered around the main stages of the simplified Data Lifecyle rather than on the different
phases of the interaction with the PISTIS platform, as in Table 3. However, the goal of the
exercise was the same: gather the information about the interaction process with the PISTIS
platform from the point of view of different stakeholders through a list of question prompts.
In the final segment of the workshops, the participants’ answers were briefly reviewed and
discussed. Because of time constraints, participants were not able to fill in their feedback on
all Use Cases and were therefore encouraged to do so independently in the following days.
The collected information collected was in any case sufficient to generate a high-level
description of the end-to-end scenarios of use for each Use Case, especially because the
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envisaged process and foreseen challenges are often similar, with the main differences
between Use Cases of the same Demonstration Hub coming from the specific type of data
exchanged for different purposes. The end-to-end scenarios of all Use Cases are presented in

Sect. 2.3. The Miro boards filled in at the workshops are shown for reference in Appendix A.

Table 3 Question prompts and rationale presented on the Miro virtual whiteboards during the workshops.

Question prompt Rationale

What motivated you to use the platform?

Captures what has motivated the user to come to
the platform, what drives the user to seek the
product.

What must the PISTIS platform provide to
you?

Articulates what the user wants from the
platform and therefore what the platform must
provide to the leave the user feeling satisfied.

What must you do before you make an in-
teraction with the PISTIS platform?

Defines the event which occurred before the user
contacts the platform

How do you expect to achieve your goal
when interacting with the PISTIS platform?
(As a sequence of events)

Defines the event(s) which occurs in the interac-
tion between the user and the platform at the
user- interface

What outputs do you expect to receive
from the PISTIS platform?

Defines the output that the platform provides as a
response to the user input

What information do you require from the
PISTIS platform?

Is there an information requirement for this event
to occur?

Is there a decision point during your inter-
action with the PISTIS platform?

Is there a decision point that needs to be made for|
the event to occur?

What will you do after you have finished
making an interaction with the PISTIS plat-
form?

Define the event which occurs after the user con-
tacts the platform

What do you think the challenges or com-
plexities will be when using the PISTIS plat-
form?

Captures the problems that the integration of the
platform might lessen or worsen or remedy. De-
tails points in the system that need to be carefully,
managed/integrated during user experience with
the new platform.

What do you think should be done to guar-
antee that data are effectively exchanged

Captures the user’ suggestions for solutions to
identified challenges/ complexities.

by users within the PISTIS platform?

Wrap-up discussion. The last phase of the process consisted in a round of discussion with the
entire PISTIS consortium devoted to summarising the main information collected through the
guestionnaire and the workshops. In this discussion, the participants in the Demonstrator
Hubs provided additional details about the data landscape and availability of their Use Cases,
the actors involved, focusing on identifying who plays the roles of data providers and data
consumers, and the way the different actors are expected to interact through the PISTIS
platform.

The results of this four-phases process are the end-to-end scenarios presented in Section 2.3.
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2.3 ENDTO END SCENARIOS IN THE CONTEXT OF PISTIS DEMONSTRATORS

Table 4 UC 1.1 - Baggage handling management

Mobility and Urban Planning Hub — Use Case 1.1: Baggage handling management

o improve operational performance of baggage handling, reduce irregularities in
he process and predict the probability of flights delays due to baggage handling.
Efficient baggage handling reduces the risk of delays and coordination between
he airport and ground handling would help mitigate operational anomalies.

Lack of exchange of operational information across airport stakeholders slows
down the baggage management process, with potential delays as cascading ef-
ect.

Provide a method for standardised communication and effortless exchange of
data between stakeholders, in particular the Airport and the Ground Handler
PISTIS role who are the main actors but with additional data coming from other providers of
information, within agreed key performance indicators (KPI) and Service Level
Agreements (SLA).

. .. The action is per- The action im-
Description

formed by... pacts...
Define relevant data contracts, details,
erms of use, pricing policies. All All
Examining relevant registry available data
ources and identifying the data that will
be needed. AIA, OAG Goldair
Agreement on conditions for data sharing (All Data consumers
Data quality assessment, transformation
& analytics Data providers Data consumers
Define licensing and policies to use the
data AIA, OAG Data consumers
Decision to share data (entire dataset or
preliminarily a sample, as deemed neces-
sary) through PISTIS Data providers Data consumers
Arrival/Transfer/Departing Bag
imestamps (AIA BHS system) data AIA Goldair

Actions before in-
teracting with PIS-
TIS

LSRR LTI IR [inimum connecting times data AIA, Goldair Goldair
Flight schedule and day of operations up-
dates data AIA Goldair
Force majeure and operational irregulari-
ies data AIA Goldair

Public Transport Scheduling Data OASA Goldair, AIA

ransmit weather data through PISTIS UBIMET AIA
Check example data for data format, data
L e T T A TRcharacteristics, compliance with require-
AL i M ments and standards, match with user
TIS needs, etc. Goldair, AIA Data providers

Retrieve data Goldair, AIA Data providers
SR ETEN[IEIBIData quality assessment, data decryption
ity assessment and - if necessary - preprocessing Goldair, AIA -
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ELG R-CHEE N @lAnalysis and combination of traffic data to
new analytics derive predictive analytics and optimise
TGN I GT@baggage transfers Goldair Goldair, AIA
offline) Analysis and combination of traffic and
eather data to compute predictive ana-
lytics of potential delays Goldair, AIA Goldair, AIA
Data providers monitor that data is cor-
rectly transferred and that it is used as
agreed in the licences Data providers All
he new analytics are made available
hrough PISTIS if requested Goldair, AIA All
Fine tuning data usage, evaluate the busi-
nesses value of the data received, identify
additional data to increase business value.|AIA -
1 B Vi T Sl Develop algorithms and business logic
L el R 1 that will use the input to provide useful
PISTIS and exploitable results, feeding internal
ystems with data. Goldair

Improving internal processes, Exploring
data sharing with third parties. AIA, Goldair Data consumers

Table 5 UC1.2 - Transfer Passenger Management

Mobility and Urban Planning Hub — Use Case 1.2: Transfer Passenger Management

o optimise allocation of aircraft stands for specific flights and minimise passen-
gers’ connection times.

he delayed transfer passengers have an impact to overall airport operations and
he respective stakeholders (airline, ground handler) performance.

o provide real-time data to enable better staff allocation and process improve-

PISTIS role ment and to improve passenger experience.

The action is per- The action im-
formed by... pacts...

Actions Description

Define relevant data contracts, details,
erms of use, pricing policies. All All
Examining relevant registry available data
ources and identifying the data that will
be needed. AIA, OAG Goldair
Agreement on conditions for data sharing (All Data consumers
Data quality assessment, transformation
& analytics Data providers Data consumers
Define licensing and policies to use the
data Data providers Data consumers
Decision to share data (entire dataset or
preliminarily a sample, as deemed neces-
SR T A T dsary) through PISTIS Data providers Data consumers
vided to Flight status data, handler data-stamps,
PISTIS arrival/departure/transfer Bag number  |AIA, OAG Goldair
ransfer passenger number and destina-
ion, PTM Message, type of connection  |Goldair AIA

Actions before in-
teracting with PIS-
TIS
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PRM Passengers, Immigration — Customs
Clearance numbers and waiting times AIA, Goldair

Minimum connecting times data AIA, Goldair Goldair
Flight schedule and day of operations up-
dates data AIA Goldair

eather data UBIMET AlA
Check example data for data format, data
I e 1111 AP Rcharacteristics, compliance with require-
A b s cments and standards, match with user
TIS needs, etc. Goldair, AIA Data providers

Retrieve data Goldair, AIA Data providers
Data quality assessment, data decryption
and - if necessary - preprocessing Goldair, AIA -
Analysis and combination of traffic data,
minimum transfer data, Customs Clear-
ance processing times, etc. to derive pre-
dictive analytics and optimise passenger
ransfers Goldair Goldair, AIA
Analysis and combination of traffic data,
minimum transfer data, Customs Clear-
ance processing times, and weather data
o compute predictive analytics of poten-
ial delays Goldair, AIA Goldair, AIA
Data providers monitor that data is cor-
rectly transferred and that it is used as
agreed in the licences Data providers All
he new analytics are made available
hrough PISTIS if requested Goldair, AIA All
Fine tuning data usage, evaluate the busi-
nesses value of the data received, identify
additional data to increase business value.|AIA -
0 e Vi T Sl Develop algorithms and business logic
TS el R 1 that will use the input to provide useful
PISTIS and exploitable results, feeding internal
ystems with data. Goldair

Step 3 - Data qual-
ity assessment
and generation of
new analytics
(through PISTIS or
offline)

Improving internal processes, Exploring
data sharing with third parties. AIA, Goldair

Table 6 UC 1.3 - Aircraft turnaround process

Mobility and Urban Planning Hub — Use Case 1.3: Aircraft turnaround process

Optimise processes to achieve an increasingly efficient turnaround process and
avoid delays compared to target off-block time (TOBT)

Limited shared information, including about weather, across airport and ground-
handling stakeholders might result in an inefficient process of aircraft servicing
with potential delays compared to TOBT and thus consequences for the regularity
of the flight

o provide a platform for the exchange of real-time data that enables better coor-
dination during the aircraft turnaround process.

PISTIS role
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Description The action is per- The action im-

formed by... pacts...
Define relevant data contracts, details,
terms of use, pricing policies. All All

Examining relevant registry available data

AIA, OAG, UBIMET | Goldair
Agreement on conditions for data sharing |[All Data consumers
Data quality assessment, transformation &
@nalytics Data providers Data consumers
Define licensing and policies to use the
data Data providers Data consumers
Decision to share data (entire dataset or
preliminarily a sample, as deemed neces-
sary) through PISTIS Data providers Data consumers
Flight status data, flight schedule, type of
Qircraft OAG AIA, Goldair

Handler data stamps Goldair AIA
Aircraft registration, Flight Type, Aircraft
parking stand, Boarding gate, Landing, and
axi —intime, In-block and off-block time,
axi-out and take off time, Turn round
imes AIA AIA, Goldair
De-icing information, Aircraft movement
data, TOBT updates, MTB messages, Oper-
ation planning information, Passengers
numbers AIA AIA, Goldair
Force majeure and operational irregulari-
ies AIA Goldair

Step 1 - Input
provided to
PISTIS

eather data UBIMET AIA
Check example data for data format, data
13 Ao 11111, Alcharacteristics, compliance with require-
A ki ments and standards, match with user
PISTIS needs, etc. Goldair, AIA Data providers

Retrieve data Goldair, AIA Data providers
Data quality assessment, data decryption
and - if necessary — preprocessing Goldair, AIA -
Analysis and combination of all sources of
data to compute predictive analytics, iden-
ify bottlenecks and optimise the aircraft
urn around processes AIA Goldair, AIA
Data providers monitor that data is cor-
rectly transferred and that it is used as
agreed in the licences Data providers All
Provided improved and analytics concern-
ing weather conditions and forecasts UBIMET AIA, Goldair
he new analytics are made available
hrough PISTIS if requested. Goldair, AIA All

Step 3 - Data
quality assess-
ment and genera-
tion of new ana-
lytics (through
PISTIS or offline)
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Fine tuning data usage, evaluate the busi-
nesses value of the data received, identify
additional data to increase business value. |AIA -

Use individual live flight tracking to antici-
SN Ed lpate delays. OAG -
T ETai ) R MDevelop algorithms and business logic that
PISTIS ill use the input to provide useful and ex-
ploitable results, feeding internal systems

ith data. Goldair -

Improving internal processes, Exploring
data sharing with third parties. AIA, Goldair

Table 7 UC 1.4 - Public transportation planning support

Mobility and Urban Planning Hub — Use Case 1.4: Public Transportation Planning Support

o design a better service for passengers from and to the airport and optimisation
of the public transport service for the airport.

here is a need for better scheduling of public transport routes, deployment of
vehicles and the optimization of fleet utilization, to meet the need for improved
commuter services, especially during peak season, and the reduction of opera-
tional costs.

o facilitate data trading and sharing between various sources such as the airport
(AIA) and the city (DAEM) to improve the overall planning of the transportation of
OASA, allowing the development of services that are able to predict the accuracy
of the load within the day in order to better schedule routes, deploy vehicles and
maximise the utilization of its fleet, offering to commuters better services and
lowering operational costs.

PISTIS role

The action is per- The action im-

D i
escription formed by... pacts...

Define relevant data contracts, details,
terms of use, pricing policies. All All
Examining relevant registry available data
sources and identifying the data that will be
needed. AIA DAEM, OASA
Ensure that PISTIS use has interoperability
S L= el LR igwith airport internal systems AIA All
Data anonymisation and removal of busi-
ness sensitive information AIA, OASA All
Semantic enrichment of the data to make
it searchable, also using keywords AIA, OASA Data consumers
Agreement on conditions for data sharing |All Data consumers
Data quality assessment, transformation &
analytics, licensing, and policies to use the
data Data providers Data consumers
Decision to share data (entire dataset or

Step 1 - Input preliminarily a sample, as deemed neces-
provided to sary) through PISTIS Data providers Data consumers
PISTIS Public transport timetables (buses and
metro) data OASA AIA
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Public transport vehicle data and occu-
pancy (static) data OASA AIA
Metro station incoming / outgoing passen-
gers’ data and bus geolocation data (cur-
rently available for previous day) OASA AIA
Historic data (e.g., flight schedules,
gate/terminal usage), inbound/outbound
passenger per hour AIA OASA, DAEM

imestamps, Aircraft load factors GOLDAIR DAEM, OASA, AIA

ransport modal split OASA OASA, AIA

eather UBIMET DAEM, OASA, AIA
Check example data for data format, data
characteristics, compliance with require-
ments and standards, match with user
needs, etc. AIA, OASA, DAEM |Data providers
Retrieve data on public transport move-  |AIA, OASA, DAEM,
ments and occupancy ICCS Data providers
Data quality assessment, data decryption
and - if necessary - preprocessing AIA, OASA, DAEM
Compute predictive analytics to optimize
ehicle availability from/to the airport OASA, ICCS AIA
Data providers monitor that data is cor-
rectly transferred and that it is used as
agreed in the licences Data providers All
Set up algorithms to receive specific data
sets automatically on regular intervals
(e.g., daily update of the datasets/opera-
ion plan). ICCS -
he new analytics / services are made
Qvailable through PISTIS if requested Data providers All

Step 2 - Output
retrieved from
PISTIS

Step 3 - Data
quality assess-
ment and genera-
tion of new ana-
lytics (through
PISTIS or offline)

Step 4 - Output
VLR R eceive data on expected visitors flows
PISTIS based on destination locality DAEM ICCS, OASA
Step 5 - After the
(a1 B B mprove planning and decision making of
PISTIS public transport OASA AIA, OASA, DAEM

Table 8 UC1.5 - Insights for city commercial business

Mobility and Urban Planning Hub — Use Case 1.5: Insights for City Commercial Businesses

Enable data exchange between the airport and city to offer better services to citi-
zens, to improve local entrepreneurship in Athens according to expected loads in
specific areas and to leverage the mobility/touristic experience of the city accord-
ing to foreseen mobility flows.

Lack of exchange of (open) data between stakeholders affected by mobility at the
airport and in different parts of the city prevents the development of added value
services across specific areas of interest in the city and improvements to local en-
trepreneurship, mobility experience and mobility services.
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PISTIS role

Actions

The action is per-

Facilitate access to data from the partners of the Greek cluster and other external
data sources, e.g., potentially touristic sources, GIS data and businesses data.

The action im-

Description formed by... pacts...
Define relevant data contracts, details,

terms of use, pricing policies. All All
Data anonymisation and removal of busi-

ness sensitive information Data providers All

Semantic enrichment of the data to make
it searchable, also using keywords

Data providers

Data consumers

Anonymisation of the city businesses regis-
ry and provide it for export

DAEM

Data consumers

Agreement on conditions for data sharing

All

Data consumers

Data quality assessment, transformation &
analytics, licensing, and policies to use the
data

Data providers

Data consumers

Decision to share data (entire dataset or
preliminarily a sample, as deemed neces-
sary) through PISTIS

Data providers

Data consumers

Step 1 - Input
provided to

PISTIS

imestamps OAG AIA
AIA, OASA, ICCS,
Mobility/touristic/business registry DAEM DAEM
Number of expected visitors AIA, OASA, ICCS |DAEM
Destination of visitors AIA, OASA, ICCS |DAEM
GIS info on location, district, address, floor DAEM DAEM

Check example data for data format, data
characteristics, compliance with require-
ments and standards, match with user
needs, etc.

Step 2 - Output
retrieved from
PISTIS

DAEM, OASA, ICCS,
DAEM

Data providers

Data quality assessment, data decryption
and - if necessary - preprocessing

AIA, OASA, DAEM

Step 3 - Data

. Compute analytics to predict expected visi-
quality assess-

ment and genera-
tion of new ana-
lytics (through

PISTIS or offline)

Step 4 - Output
retrieved from
PISTIS

SRV UERUENN otify local businesses.

interaction with
PISTIS

ors flows based on destination locality OASA, ICCS AIA
Data providers monitor that data is cor-
rectly transferred and that it is used as
agreed in the licences Data providers All
he new analytics / services are made
available through PISTIS if requested OASA, ICCS DAEM
Receive data on expected visitors flows
based on destination locality DAEM ICCS, OASA
DAEM
Create an open public call for local busi-
nesses to participate, to provide feedback. [DAEM
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Table 9 UC 2.1 - Increase the hosting capacity of the grid

Energy Hub — Use Case 2.1: Increase the hosting capacity of the grid

Increase hosting capacity of the grid by accommodating DERs smoothly, also ne-
gotiating new short-term flexibility products

Distributed grid with multiple DER "prosumers" creates challenges: for energy of-
er to meet demand, coordination is necessary between DSO, aggregators, and
MO, to enable technical and market mechanisms that prevent grid congestions
and protect the grid.

Provide an environment where data, services, and analytics are exchanged be-
ween the DSO, the MO, the aggregators, and service providers about the static
opological properties of the network and the dynamic use of energy (demand
and offer), so that optimised technical and short-term flexible market mecha-
nisms can be identified to guarantee an efficient use and distribution of the re-
sources across the network

PISTIS role

Description The action is per- The action im-

formed by... pacts...
Agree on a Common Information Model
(CIM), data format and protocols All All
Prepare data on grid topology, DERs loca-
ion, DERs generation, historical data on
grid events and user consumption, pre-
processing to produce forecasts CUERVA -
emantic enrichment of the data to make
it searchable CUERVA, UBIMET
Data quality assessment, transformation
& analytics CUERVA, UBIMET
Price signals (before the flexibility market
elebration) and flexibility market results CUERVA, BAMBOO,
(after the flexibility market celebration) |[OMIE CARTIF

. B Define licensing and policies to use the
Actions before in- data Al All

teracting with PIS-
TIS

Implement APls/mechanisms to automati-
ally transmit data, also in real time if nec-
essary Data providers -
Implement APls/mechanisms to automati-
ally retrieve data, also in real time if nec-
essary Data consumers |-
Check and eliminate unnecessary GDPR-
relevant information in data Data providers Data consumers
Anonymise study-relevant personal data
(e.g., energy consumption, DER produc-

ion and location) Data providers Data consumers
Data publication preparation Data providers Data consumers
Data value estimation and monetisation

cheme definition Data providers Data consumers
Identify flexible assets in the grid CUERVA -

ST MR GTET A [eBIDecision to share data (entire dataset or
preliminarily a sample, as deemed neces-
sary) through PISTIS Data providers Data consumers
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ransmit grid data through PISTIS CUERVA BAMBOO, CARTIF
ransmit weather data through PISTIS UBIMET CUERVA, BAMBOO
Provide price signals (before the flexibility
market celebration) OMIE Data consumers
Provide flexibility market results (after the
lexibility market celebration) OMIE Data consumers

ransmit data from field sensors and loT

CUERVA

Check example data for data format, data
characteristics, compliance with require-

ments and standards, appropriate match

e T A e mwith user needs, etc.

BAMBOO, CARTIF

CUERVA, UBIMET

SRt 1 cMRetrieve grid data (including both network
TIS opology, prosumers data, energy con-

ST B ETENC [T Btions on flexibility

and generation of []<CId|Y

umption, etc) BAMBOO, CARTIF [CUERVA
BAMBOO,
Retrieve weather data CUERVA UBIMET
Data quality assessment, data decryption |BAMBOO, CARTIF,
and - if necessary - preprocessing CUERVA
BAMBOO uses grid and weather data and
uses it to compute analytics and predic-
BAMBOO OMIE
ity assessment CARTIF uses grid data to analyse hosting
CARTIF CUERVA
new analytics CUERVA uses weather data to improve
LTI R I MCTlpredictions of energy generation CUERVA CUERVA
offline) Data providers monitor that data is cor-
rectly transferred and that it is used as
agreed in the licences Data providers All
he new analytics are made available
hrough PISTIS BAMBOO, CARTIF (All

Data quality assessment, data decryption
and - if necessary - preprocessing

OMIE

OMIE joins flexibility necessities (from
DSO, to manage the grid) with flexibility
providers (gathered by an aggregator)

OMIE

CARTIF, CUERVA,
BAMBOO

OMIE creates short-term flexibility mar-
S B T A -Skets (auctions, under the CUERVA call)
S0 R i EEfrom assets information (location, among
L e Bother) and their bids

OMIE

CARTIF, CUERVA,
BAMBOO

UL NN EELEEMCARTIF combines and analyses grid data,
lytics (through prosumers data, flexibility validation data
I RIGTEC i T Mito generate new insights and predictions
of network hosting capacity

CARTIF

CUERVA

Data providers monitor that data is cor-
rectly transferred and that it is used as
agreed in the licences

Data providers

All

he new analytics are made available
hrough PISTIS

OMIE, CARTIF

All
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CUERVA uses the analytics and predictions
generated by BAMBOO, CARTIF to create
action plans for upgrading the network,
leveraging flexibility to reduce network
events in the context of increased DERs CUERVA, BAMBOO,
connections CUERVA CARTIF, OMIE
OMIE shares the results of the flexibility
markets with all the participants (CUERVA
as the requester and providers who have
resulted assigned in the auction), so that
CUERVA could use them to optimise the
use of the grid. OMIE All

Step 5 - After the
interaction with
PISTIS

Table 10 UC 2.2 - Investment deferral

Energy Hub — Use Case 2.2: Investment Deferral

he focus is on studying the impact of utilizing data and flexibility in grid develop-
ment as an alternative to traditional approaches that address issues like overvolt-
age and congestions. There is the need to facilitate the exchange of valuable in-
ormation and resources, leading to more efficient grid management and cost
savings in the energy sector.

Challenges emerged on the data format compatibility among parties, communi-
cation protocols, interoperability issues, lack of a standardized Common Infor-
mation Model (CIM). Ensuring data availability from the Distribution System Op-
erator (DSO) is also a problem to be analysed

PISTIS role PISTIS platform will provide support to the DSO in the process of planning grid
operations, and thus allowing the creation of a long-term local flexibility market
and make commitments with flexibility agents.

The action is per- The action im-
formed by... pacts...

Description

o find agreement on the type of infor-
mation, e.g., data format, that will be ex-
e ale = o] s Mchanged, communication protocols and
s A L kother technical requirements. OMIE -
TIS Data Enrichment CUERVA -
Data Anonymization CUERVA -
Data Quality Assessment All -

ransmit grid topology data CUERVA CARTIFF

ransmit grid investment data CUERVA CARTIFF

ransmit grid events (historical) data CUERVA CARTIFF
ST Transmit  user consumption (historical)
data CUERVA CARTIFF

ransmit DERs generation data CUERVA BAMBOO
Provide historical data (results, prices) of
previous auctions celebrated on these con-
gested zones (before the flexibility market
elebration) OMIE All
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Provide flexibility market results (after the
lexibility market celebration) OMIE All

ransmit flexibility aggregated data BAMBOO OMIE/CARTIFF
Data Ingestion (tool + several connectors
o important data sources/ data spaces) |All All

Step 2 - Output re-

I ECCR G Data Ingestion (tool + several connectors
TIS o important data sources/ data spaces)
SEERDEENCTE| BANnalytics/Insights Engine (the tool and
ity assessment scripts for data quality analysis) - -
and generation of

new analytics

G TEITELN I MGTAIUC specific data Analytic for investment
offline) economic data - -
Step 4 - Output re-
LU ETCR IR P DA ta and Metadata Publication - -
TIS and genera-
tion of new ana-
lytics (through Data Trading and acquisition from/to an-
Y TG ) Mother PISTIS user - -

Digital Twin creation CARTIFF/ CUERVA |

Flexibility market results OMIE All

Step 5 - After the Report system for the results CARTIFF/ CUERVA |

el R8I ong-term Flexibility forecasting CARTIFF/ CUERVA |
PISTIS

UC specific data Analytic for investment|
economic data CARTIFF/ CUERVA |

Data scaling CARTIFF/ CUERVA |
App / interface for the DSO CARTIFF/ CUERVA |

Table 11 UC 2.3 - P2P Trading between users or energy communities

Energy Hub — Use Case 2.3: P2P Trading between users or Energy communities

he aim is to create peer-to-peer exchanges with new platform operated by the
MO to facilitate free negotiation among energy resources/assets (i.e., without
any DSO call)

Challenges emerged on the data format compatibility among parties, communi-
cation protocols, interoperability issues, lack of a standardized Common Infor-
mation Model (CIM). Ensuring data availability and communication among parties
would empower the user and increase P2P exchange frequency

PISTIS platform will provide support to the partners in the enhancing and facilita-
PISTIS role ion of data trading and communication among users

The action is per- The action im-
formed by... pacts...

Description

o find agreement on the type of infor-
mation, e.g., data format, that will be ex-
changed, communication protocols and
other technical requirements.

teracting with PIS-
TIS
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Data Enrichment - -
Data Anonymization - -
Data Quality Assessment - -

ransmit grid topology data CUERVA CARTIFF

ransmit user consumption data CUERVA CARTIFF

Step 1 - Input pro-
vided to ransmit DERs generation data CUERVA BAMBOO
PISTIS

peer to peer trading results OMIE all
Data Ingestion (tool + several connectors
o important data sources/ data spaces) |All All

Step 2 - Output re-
LG EECR G Data Ingestion (tool + several connectors
TIS o important data sources/ data spaces)
SEWERDETENCTE| MANnalytics/Insights Engine (the tool and
ity assessment scripts for data quality analysis) - -
and generation of

new analytics

(LTINS CTRUC specific data Analytic for investment
offline) economic data - -

Step 4 - Output re-
SRt 1 M Data and Metadata Publication - -

TIS and genera-
LN EVELERITransmit flexibility aggregated data BAMBOO CARTIF

lytics (throug.h Data Trading and acquisition from/to an-
PISTIS or offline)  FSYRNEIES TNTIN:

Digital Twin creation - -

Report system for the validation of the
ransaction -

Power flow calculation - -

Step 5 - After the

LI EREDRUUBS mart contract creation between users

PISTIS Use data to feed algorithms that will help|
he grid distributor to improve the man-
agement of the grid. To use data generated
by the grid to solve problems not directly
related to electricity CARTIF

Storage of the contracts and validation re-
sult - -

Table 12 UC 2.4 - Monetisation of data

Energy Hub — Use Case 2.4: Monetisation of data

he aim is to define the process of data valorisation to target potential consum-
ers of energy assets who may use them for Energy as a Service (EaaS) including
aggregators, installers, energy service companies, retailers, consultancy firms, re-
search groups, universities, EV charging companies, and software companies
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he challenge lies in acquiring adequate information to accurately assess the eco-
nomic value of data, as it involves a complex analysis of not only data acquisition
but also estimating future savings, to create a complete and adequate model.
PISTIS platform will provide support to the partners in the enhancing and facilita-
PISTIS role ion of data trading and communication among users to inform the economic
alue of data

. . .. The action is per- The action im-
Actions Description

formed by... pacts...
o find agreement on the type of infor-
mation, e.g., data format, that will be ex-|
changed, communication protocols and

Actions before in- other technical requirements. - -

teracting with PIS-
TIS

Data Enrichment - -
Data Anonymization - -
Data Quality Assessment - -

ransmit digitalization cost data CUERVA -

SRR BB IR T ansmit grid O&M operation data CUERVA -

ransmit data infrastructure cost data CUERVA -
Data Ingestion (tool + several connectors
o important data sources/ data spaces) |All All

Step 2 - Output re-

AL RN IRl Data Ingestion (tool + several connectors
TIS o important data sources/ data spaces)
SEBERDEENCTE| MANnalytics/Insights Engine (the tool and
ity assessment scripts for data quality analysis) - -
and generation of

new analytics

OGN RGTAIU C specific data Analytic for investment
offline) economic data - -
Step 4 - Output re-
LUETELRCTIUREEID A ta and Metadata Publication - -
TIS and genera-
tion of new ana-
lytics (through Data Trading and acquisition from/to an-
TG i Mother PISTIS user - -

Establishing the value of data that will be
monetised or traded in any of the use cases|Eurecat -

Definition of processes for the valorisation
of data Eurecat -

SRR GESH dies dedicated to data valorisation Eurecat -
interaction with

PISTIS

Smart contract creation between users

Use data to feed algorithms that will help
he grid distributor to improve the man-
agement of the grid. To use data generated
by the grid to solve problems not directly
related to electricity. -
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-Storage of the contracts and validation re-
sult - -

Table 13 UC 3.1 - Traffic quality assessment

Automotive Hub — Use Case 3.1: Traffic Quality Assessment

Development of two demonstrators: urban analytics and corporate mobility man-
agement. Explore new datasets, including previously unknown sources, and es-
ablish mechanisms for selecting only the right sources that are truly relevant and
available on a stable basis.

A) Urban analytics

Urban car traffic quality assessment. Combination of geospatial time series data
o generate insights about traffic flows and potential correlation between data
sources. Localize safety-critical zones, forecast safety risks, and plan congruent
actions on both short and long-term horizons.

B) Corporate mobility management

Real-time transportation mode recommendations for commuters. Combination
of individualized commuting data with available modes of transportation.
Insufficient real time driving data (acceleration, speed, fuel consumption pat-
erns) and their interrelation with weather poses challenges for urban traffic
planning.

Incentivizing green driving styles and optimizing greener transport options within
corporate mobility management by using real time weather data.

Provide support to the integration and combination of diverse data sources, ena-
PISTIS role bling informed decision and real-time analysis and prediction. Support to the in-
egration of driving data, driving style and risk assessment, street graph data, and
live weather data.

. . The action is per- The action im-
Description
formed by... pacts...
Pre-processing to fit the data into the data
model of the software products, e.g., uni- [Trafficon, CA-
orm time series. RUSO -
Agreement on conditions for data sharing |All All
Define licensing and policies to use the
data Data providers Data consumers
Data quality assessment, transformation
& analytics Data providers Data consumers
Integrating a road graph (e.g., OSM). Trafficon -
Data harmonisation. Trafficon -
Decision to share data (entire dataset or
preliminarily a sample, as deemed neces-
sary) through PISTIS Data providers Data consumers
Processed data made available for query-
ing through API. Trafficon -
SRR CATH e |ntegration of floating car data (if availd
able) Trafficon -

Actions before in-
teracting with PIS-
TIS

Provision of driving/car and accidents data.JCARUSO -

Provision of safety data VIF Trafficon

Provision of driving data VIF Trafficon
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Provision of live weather data UBIMET Trafficon
ransmit vehicle sensor data/connected
Car Data (fuel consumption, risk, driving
styles) CARUSO Trafficon

ransmit street graph data OSM Trafficon

ransmit public transport data GRAZ Holding Trafficon
Data visualisation dashboard for urban an-
alytics and (Corporate) mobility manage-
ment. Trafficon -

Step 2 - Output re-

IGEECR GRS Retrieve the data (sample or entire data
TIS set) Trafficon, CARUSO [Data providers
Implementation of data resolution, calcu-
lation of hotspots and calculation of corre-|

lations/recommendations. Trafficon -
Data quality assessment, data decryption
and - if necessary - preprocessing Trafficon -

Step 3 - Data qual-
ity assessment Combine spatial data and live traffic data [Trafficon -
EN R e Rl nteract through the database through a
new analytics web-app (frontend) Trafficon -
(TGN S I GTdlInteract through a Service oriented Archi-
offline) ecture (e.g., APIs) Trafficon -
Monitoring system checking that data is

correctly transferred and that it is used as
agreed in the licences Data providers All
he new analytics are made available All All
hrough PISTIS

Data will be combined (e.g., weather data
and traffic flows) and analysed, including
statistical and geospatial analysis. Trafficon -

ST BV R IData will be modelled for user interaction
interaction with  [falgel’:{:X€1UIR Trafficon -
PISTIS he results will be made available for plat-
orm users. Trafficon -

Consider options on how to display risks or
make risks visible to drivers. CARUSO -

Table 14 UC 3.2 - Driving style & risk assessment

Automotive Hub — Use Case 3.2: Driving Style & Risk Assessment

Create a data-driven risk prediction and warning system for vehicle drivers that
enhances driver awareness, reduces risky behaviours, and improves overall driv-
ing and road safety integrating different data sources from different data provid-
ers. Establish data trading partnerships or agreements with data providers to en-
sure a continuous supply of current and historical data for data-driven risk predic-
ion. Obtain data from relevant sources to develop algorithms and models for a
useful prediction of risky driving behaviour and the development of driver
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warning systems. Have access to large-scale car data alongside current and his-
oric weather data, to make better driving risk predictions.

Difficulty in ensuring effective data management for a scalable and reliable ser-
ice/product. Insufficient relevant data availability and well-defined data integra-
ion process, as well as data quality and frequency, and time synchronization. Dif-
iculty in setting up the relevance of alerts to consider in the model.

Provide support for efficient data management to ensure scalability and reliabil-
PISTIS role ity. Facilitate the data integration process and simplify the process of acquiring
and integrating data from different providers. Support the implementation of
mechanisms to assess and ensure data quality.

The action is per- The action im-
formed by... pacts...

Description

Pre-processing to fit the data into the data
model of the software products, e.g., uni-
orm time series. Data providers Data consumers

Actions before in-

teracting with PIS- g :
TIS Define relevant data contracts, details,

erms of use, pricing policies. All All
Development of semantic enrichment for
he shared data sets using a common on-
ology. UBIMET VIF
Decision to share data (entire dataset or
preliminarily a sample, as deemed neces-
sary) through PISTIS Data providers Data consumers
Automation of event detection, driving
tyle analysis and risk computation \VIF VIF/ TRA
Mobile app including a kit that is connect-
ing to the service platform to query the rel-
evant information VIF

Agreement on conditions for data sharing |All All

Provision of driving style & risk data VIF VIF/ TRA
Implementation of APls/mechanisms to
automatically transmit weather data, also
in real time if necessary UBIMET VIF
Real-time information, raw weather data
ia continuous data stream. UBIMET VIF
Integration of weather data via VIF
app/dashboard UBIMET VIF
he provision of weather parameters and
associated risks such as road icing condi-
ions and low visibility UBIMET VIF

Step 1 - Input pro-

Access use of smart contracts and crypto

urrencies ALL ALL

treet graph data OSM VIF
STATISTIC AUS-

Accident hotspot data TRIA VIF

Live Weather Data UBIMET VIF

Historical Weather Data for Styria UBIMET VIF

Anonymized Connected Car Data CARUSO VIF
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Personalized Connected Car Data (using
ynthetic data)

CARUSO

VIF

SEEBIDENENC[IEIBIData quality assessment, data decryption
ity assessment and - if necessary - preprocessing

Data providers

LN E G RO BV isual exploration of driving risk data to
new analytics develop automated data quality analysis
(WG N I RY M dand improvement

offline)

VIF

Dashboard /VIF

Calculation of events (relevant to the cal-
culation of driving risk) from raw data (e.g.,
rip data or anonymised trip data) to feed

Step 4 - Output re-

trieved from PIS-

tion of new ana-

PISTIS or offline)

Step 5 - After the
interaction with
PISTIS

into risk prediction models All Platform/ All
Queries events with a geo-spatial key com- Platform/ Drivers|
puted on the driver’s app VIF app
SR L S Computation of a cone for risk calculation VIF Drivers’ app
Platform/ Drivers|
WAL TEIT-L R et filtering and risk calculation \VIF app

Driver warnings computation and visuali-

ation VIF Drivers’ app
he new analytics are made available

hrough PISTIS All All
Data providers monitor that data is cor-
rectly transferred and that it is used as
agreed in the licences Data providers All
Calculation of events (relevant to the cal-
culation of driving risk) from raw data (e.g.,

rip data or anonymised trip data) to feed
into risk prediction models All All
Compute: risk score for drivers considering

heir driving style, geo-location and time
and driving style out of vehicle movementsl|All All

ell service: Alert drivers using a mobile
app based on the risk events in their driv-
ing corridor and show risk-events to risk
managers on a map (event dashboard) and
let them explore. All All

2.4 LIFECYCLE AND DATA LANDSCAPE

This section provides a comprehensive overview of the Data Lifecycle and the Data Landscape
of the PISTIS demonstrators. By examining the Data Lifecycle, as seen from the point of view
of the potential data providers and consumers, and the data landscape, partners within the
PISTIS project can gain valuable insights into the complexities and challenges associated with
managing data effectively. This knowledge serves as a foundation for developing robust data
management strategies and ensuring data quality, security, and compliance throughout the

entire Data Lifecycle.
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2.4.1 Data Lifecycle in PISTIS

During the initial phase of the project, discussions on defining the main high-level stages of
the data lifecycle through the use of questionnaires and workshops were initiated. The
purpose was to gain a better understanding of how the data lifecycle could be practically
applied and guide PISTIS partners in defining its specific components. To facilitate this process,
project partners were encouraged to envision a scenario in which data progressed through
different stages. Suppose an organization encounters a data-related problem and their initial
available data is not adequate to provide a solution, they will need to find additional data from
external sources. They will need to collect, purchase, access, and analyse new data, assessing
its suitability and effectiveness in resolving their issue. If the newly acquired data proves to be
a viable solution, they may decide to purchase it from the respective provider through the
platform. This transaction allows them to supplement their existing datasets and further
advance their problem-solving efforts.

In this context, PISTIS will facilitate the query, access, and exchange of data across
organisations. The purpose of the PISTIS platform is to enable the trading and exchange of
data among organisations. Therefore, the PISTIS platform provides access to data and not
analytics solutions. Envisioning a complete data trading scenario helped in defining the
different roles involved in the data exchange, that is, Data Seller/Provider and Data
Buyer/Consumer, and the different actions they need to perform in order to achieve their
goals. Among the actions that describe the entire journey of the data, the relevant ones for
PISTIS have then been identified and built the main stages of the PISTIS Data Lifecycle. These
stages, and the corresponding high-level actions, are shown in Figure 2. As Data
Seller/Provider, access to the PISTIS platform will allow it to transform and ingest data and
publish them. Furthermore, the platform will provide Data Monetary Evaluation and
supporting tools to Contract Execution for the data exchange with interested parties. Finally,
Data Encryption will be supported to enable the Data Seller/Provider to exchange/sell their
data in a secure way via Peer-to-Peer transfer. On the other hand, the Data Buyer/Consumer
will be allowed to explore data available within the PISTIS platform and acquire the data after
the Data Contract has been provided through the platform.

. Data Ingestion, 5
’ Data Publication Peer-to-Peer Data
Transformation and A Data Encryption
- T’ =
Data

Seller/Provider

S0
()
Data

Buyer/Consumer

Data Contract

Preparation Data Acquisition

Figure 2: Data lifecycle from the involved actors’ perspective
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The information collected during the questionnaire administration and co-creation workshops
was used to further describe the actions performed within each individual stage, as presented

in Figure 3.
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Figure 3: The final version of the Data Lifecycle, comprehensive of all main actions to be performed by the data

providers and consumers every time they have a transaction.
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For the data seller/provider, the data lifecycle is structured as follows:

e Data Collection and Ingestion: During the data collection and ingestion stage, the
process of Data Check-In plays a crucial role. It entails gathering data from the PISTIS
system utilizing a variety of options, such APIs, Pub/Sub mechanisms, and other
relevant methods.

e Data transformation: Data transformation involves data enrichment. During data
enrichment, the collected data undergoes a thorough cleaning process to identify and
rectify errors, inconsistencies, and inaccuracies. Additionally, data enrichment involves
aligning the ingested data with a standardized and common model to ensure
interoperability across different systems and applications.

e Data Analysis and Preparation:

o

Data Analysis encompasses the utilization of an Analytics/Insights Engine to
apply a variety of ready-made analytics on the data, facilitating the extraction
of valuable information and insights. Through this process, patterns, trends,
correlations, and other relevant findings are identified, contributing to a
deeper understanding of the data.

Data Lineage Tracking involves the implementation of tracking tags on the data,
enabling the seamless tracing of its journey and activities throughout the data
lifecycle. This allows for comprehensive visibility and accountability, as well as
facilitating the identification of dependencies, transformations, and the impact
of subsequent actions on the data.

The GDPR Checker plays a crucial role in ensuring compliance with data
protection regulations. It involves the evaluation of the data to determine if it
contains any personally identifiable information or other GDPR-relevant data.
If such information is present, the suggestion is made to either remove it
entirely or modify it appropriately, based on the preferences and requirements
of the stakeholders involved. This step ensures the responsible handling and
safeguarding of sensitive data.

Data Anonymization involves the application of various techniques to protect
the privacy and confidentiality of individuals whose data is being analyzed. By
anonymizing the data, any personally identifiable information is removed or
transformed in such a way that it cannot be linked back to specific individuals.
This ensures that the privacy rights of individuals are respected while allowing
for valuable data analysis and insights.

Data Quality Assessment involves the evaluation and measurement of data
quality in various dimensions. This assessment seeks to identify and address
any errors, inconsistencies, or issues with the data that could impact its
reliability and usefulness. By extracting relevant indexes and metrics, data
quality can be quantitatively and qualitatively assessed, leading to enhanced
decision-making and more accurate insights.

e Data Sharing:

©)

Data Storage: storing already treated data back to the original data storage
facilities while maintaining "pointers" at the PISTIS facility ensures that the
treated data is securely stored and easily accessible when needed.
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o Access Policies Definition plays a crucial role in governing the access levels and
permissions associated with the stored data in the PISTIS system. It establishes
mechanisms and guidelines for managing and enforcing access control policies
to safeguard the data’s confidentiality, integrity, and availability.

o Searchable Encryption is a technique applied to specific data samples before
publishing them online. This approach allows for efficient and secure searching
of encrypted data without revealing the actual content to unauthorized
individuals. By employing searchable encryption, sensitive data can be made
searchable while maintaining privacy and confidentiality.

o Data and Metadata Publication is a vital step in sharing data within the PISTIS
ecosystem. It involves the dissemination of metadata associated with the
treated datasets in federated PISTIS repositories. Metadata provides essential
information about the datasets, such as their structure, attributes, and
provenance. This enables efficient querying and discovery of relevant data by
interested stakeholders, promoting collaboration, and facilitating informed
decision-making.

e Data Monetization:

o Value Suggestion based on the XAl Engine: Leveraging the power of the XAl
Engine to propose an estimated value for the data, considering various factors
and insights.

o Data Asset Description (for enabling Sharing): Creating a comprehensive
description of the data asset, including its characteristics, relevance, and
potential applications. This description facilitates effective sharing and
understanding of the data by potential users.

o Definition of Monetization Scheme: Developing a well-defined strategy for
monetizing the data, which can include:

= Subscription or One-Off Purchase Design Scheme: Offering options for
users to access the data through subscription-based models or one-
time purchases, depending on their needs and preferences.

= Data "Equity" Offering: Introducing the concept of data equity, enabling
users to acquire a stake in the data asset and potentially benefit from
its value appreciation.

= NFT Generation: Exploring the generation of Non-Fungible Tokens
(NFTs) as a means to represent and trade unique instances of the data,
providing ownership and value recognition.

o Monetary Value Estimation: Determination of the financial worth or value of
the dataset or data asset

e Contract Execution:

o Contract Negotiation: Engaging in negotiations between the data provider and
consumer to establish the contract terms.

o Contract Signing: Concluding the contract between the data provider and
consumer.

o Contract Notification: Notifying relevant parties about the finalized contract.

e Data Acquisition:
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o Full Dataset Encryption to ensure the security and confidentiality of the
information during transmission.

o Peer-to-peer Data Exchange: Data will be exported through a variety of
methods, providing flexibility in selecting the most suitable method for
exporting the data to the intended recipient. The choice of the data export
method is influenced by various factors, including the terms specified in the
contract between the data provider and consumer.

= Auditing of Transaction: Users can access an interface that provides
them with a detailed log of their transactions, enabling them to review
and track the history of their data exchanges. This log serves as a
comprehensive record, facilitating data management and facilitating
compliance with regulatory requirements or internal governance
policies.

= Auditing of On/Off Platform Usage: Additional auditing feature that
allows users to observe and monitor the usage of the data they have
traded, to gain insights into how their data is being utilized by other
parties, promoting transparency and enabling them to assess the value
and impact of their data contributions.

For the data buyer/consumer, the data lifecycle is structured as follow:

Data Collection and Ingestion: this stage involves the process of gathering data from
the PISTIS platform. Data Navigation/Querying is a core functionality of the PISTIS
system, enabling users to search and navigate through the federated repositories of
data. Users can specify specific parameters, such as keywords, filters, or criteria, to
narrow down their search and find relevant datasets. Additionally, PISTIS offers Data
Matchmaking Services, which utilize advanced algorithms and techniques to
recommend datasets to users. These recommendations are based on a variety of
factors, including the user's previous searches, related terms, similar datasets, and
user preferences. By leveraging these matchmaking services, users can discover
datasets that align with their specific needs and interests.

Preview and Data Evaluation. This step involves examining the dataset to gain an initial
understanding of its contents and structure. The purpose is to assess the quality,
relevance, and suitability of the data for the intended analysis. This evaluation helps
identify any potential issues, such as missing values, outliers, or inconsistencies, that
may require further preprocessing or data cleaning.

Monetary Value Estimation: Determination of the financial worth or value of the
dataset or data asset.

Contract Drafting: The initiation of a data contract between a data provider and a data
consumer for data trading.

Contract Notification: Notifying relevant parties about the finalised contract.
Peer-to-peer Data Exchange: Data will be exported through a variety of methods,
providing flexibility in selecting the most suitable method for exporting the data to the
intended recipient. The choice of the data export method is influenced by various
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factors, including the terms specified in the contract between the data provider and
consumer.

o Auditing of Transaction: Users can access an interface that provides them with
a detailed log of their transactions, enabling them to review and track the
history of their data exchanges. This log serves as a comprehensive record,
facilitating data management and facilitating compliance with regulatory
requirements or internal governance policies.

o Auditing of On/Off Platform Usage: Additional auditing feature that allows
users to observe and monitor the usage of the data they have traded, to gain
insights into how their data is being utilized by other parties, promoting
transparency and enabling them to assess the value and impact of their data
contributions.

e Data Decryption: the dataset undergoes decryption using provided keys, allowing
access to the original, readable data.

2.4.2 Demonstrator Hubs Data Landscape

Data landscape refers to the comprehensive view of data assets within a specific context,
including the types of data, data providers, data consumers, data availability, and data
formats. In the context of the PISTIS project, it is crucial to provide an overview of the data
available for each use case and demonstration hub, to ensure transparency and provide a
more detailed overview of the use cases and their current needs and expectations from the
PISTIS platform. By providing this comprehensive data landscape for each Demonstration Hub
and UG, the PISTIS project aims to offer a clear understanding of the available data assets. This
overview enables data traders to identify suitable data sources, understand the data's
characteristics and restrictions, and make informed decisions regarding data acquisition and
utilization.

The information provided in this section have been collected through a series of different
activities, which are described in some detail in Section 2.2 and are summarised as follows.
First, a preliminary questionnaire on the Data Lifecycle has been distributed to partners. This
guestionnaire served also to gather initial insights into the available data assets and their
characteristics. Building upon the questionnaire responses, consolidation workshops were
organised, bringing together key partners. These workshops provided a platform for in-depth
discussions, knowledge sharing, and validation of the collected data landscape information.
Through collaborative efforts, the participants refined and enriched their understanding of
the data assets, ensuring accuracy and relevance. Finally, the findings from the questionnaires
and consolidation workshops. were further examined, refined, and confirmed during
discussions and presentations at plenary meetings. These meetings involved project partners
who brought their expertise and perspectives to the table, offering valuable insights and input
on the data landscape for each use case and demonstration hub.

The data landscape for all UCs in each Demonstration Hub are presented in the following
Tables Table 15-to Table 25, which show the following key information:

1. Type of Data: this column specifies the nature of the data available for trading.
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2. Data Provider: here, the partners responsible for supplying the data are listed.

3. Data Consumer: this column outlines the intended recipients or users of the data
within the consortium. Data consumers would require the data for analysis, research,
or decision-making purposes within the Use Case. In the case of large organisations
with multiple departments, it is possible that the same organisation plays both roles
of Data Provider and Consumer. The PISTIS platform could in principle facilitate data
exchange also within the same organisation.

4. Data Availability: this aspect describes the accessibility and availability of the data for
the purposes of the PISTIS project. It includes information on whether the data is
already accessible or requires specific permissions or agreements to access within the
project Demonstration Hubs.

Table 15 Data Landscape for UC.1.1 - Baggage handling management

Data Type Data Prowder Data Availability

Historic Traffic Data AlA, GOLDAIR  Readily Available
Arriving/Transfer/Departing AIA GOLDAIR Readily Available
timestamps

Minimum Connecting Times for =~ GOLDAIR AlA Readily Available

Transfer Bags

Flight Schedule and day of opera- AIA GOLDAIR Readily Available
tion updates (Delays, Sched-
uled/Estimated/Actual Flight Tim-

ings)

Force majeure and operational ir- AIA GOLDAIR Readily Available
regularities

Weather data (adverse weather  UBIMET AIA, GOLDAIR  Readily Available
conditions)

Public Transport Scheduling data OASA AlA Readily Available

(staff arrival issues)

Table 16 Data Landscape for UC.1.2 - Transfer passengers management

Data Type Data Prowder Data Availability

Flight status Readily Available
Handler data stamps GOLDAIR AlA, GOLDAIR  Readily Available
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Arrival/Transfer/Departing Bag AIA AIA Readily Available
Number
Transfer passenger numbers and GOLDAIR AlA Readily Available

destinations

PTM Messages GOLDAIR AlA Readily Available
Transfer Baggage information GOLDAIR, AIA  AIA Readily Available
Type of connections AlA Not Readily Available
Baggage Irregularities e.g., fragile, AlA Not Readily Available
unclaimed, owner unknown, rush,

etc.

PRM Passengers GOLDAIR, AIA AIA Readily Available
Immigration — Customs Clearance AlA Not Readily Available
Minimum Connecting Times OAG AlA Not Readily Available
Flight Schedule and day off opera- GOLDAIR, AIA AIA Readily Available

tion updates

Force majeure and operational ir- GOLDAIR, AIA AIA Readily Available
regularities
Weather data UBIMET AlA Readily Available

Table 17 Data Landscape for UC.1.3 - Aircraft turnaround process

Data Type Data Prowder Data Availability

Flight schedules Readily Available

Type of Aircraft OAG AlA Readily Available

Handler data stamps GOLDAIR, OAG AIA, GOLDAIR, Readily Available
OASA

Weather UBIMET Readily Available

Aircraft registration, Flight Type, AIA AIA? Not Readily Available

Aircraft Parking Stand, Boarding
Gate, Landing and Taxi Intime, In-
block and Off-block Time, Taxi-out
and Take off Time, Turn round
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Times, Deicing Information,
Aircraft movement Data, TOBT
Updates, MTB Messages,
Operation Planning Information

Passengers’ numbers, Force AlA AIAL Readily Available
Majeure and Operational
irregularities

Table 18 Data Landscape for UC.1.4 - Public transportation planning

Data Type Data Availability

Throughput time OASA Readily Available

Metro/Bus existing schedules, ca- OASA OASA Readily Available
pacity of fleet, available fleet/driv-

ers, Origin-Destination matrices

(i.e., demand), limitations of the

network/fleet

Historic data (e.g., flight schedules, AIA OASA Readily Available
gate/terminal usage)

Timestamps GOLDAIR DAEM, OASA, Readily Available
AlA

Aircraft load factors GOLDAIR DAEM, OASA, Readily Available
AlA

Public transport schedules OASA DAEM, OASA, Readily Available
AlA

Airport modal share AlA DAEM, OASA, Readily Available
AlA

Weather UBIMET DAEM, OASA, Readily Available
AlA

Inbound/outbound passengers per AIA DAEM, OASA Not Readily Available

hour

Transport modal split OASA, AIA OASA, AIA Readily Available

No. of Busses dedicated to the Air- OASA AlA, DAEM Readily Available

port routes

1 AIA would require this data for internal use and could utilize the PISTIS platform for internal data exchange.
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Flight Schedule and day off opera- AlIA OASA Readily Available
tion updates

Passenger numbers - provisional AIA OASA Readily Available
loads

Force majeure and operational ir- OASA, AIA OASA, AIA Not Readily Available
regularities

Table 19 Data Landscape for UC.1.5 - Insights for city commercial businesses

Data Type Data Prowder Data Availability

Timestamps Readily Available
Mobility/touristic/business regis- AIA, OASA DAEM Readily Available
try

Number of expected visitors AlA DAEM Readily Available
Destination of visitors AlA DAEM Readily Available
GIS info on location, district, ad- DAEM DAEM Readily Available

dress, floor

Type of business and admin DAEM DAEM Readily Available
changes

Table 20 Data Landscape for UC.2.1 - Increase the hosting capacity of the grid

Data Type Data Provider Data Availability

Grid Topology CUERVA CARTIF Readily Available
DERs Location CUERVA CARTIF, OMIE  Readily Available
DERs Generation CUERVA BAMBOO Readily Available
Grid Events (historical) CUERVA CARTIF Readily Available
User Consumption (historical) CUERVA CARTIF Readily Available
Flexibility Aggregated Data BAMBOO OMIE, CARTIF  Not Readily Available
Bids BAMBOO OMIE, CARTIF Not Readily Available
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Hosting Capacity Analytical Re- CARTIF CUERVA Not Readily Available
sults

Topology of the network, measure-CUERVA OMIE, BAMBOO, Readily Available
ment of energy use by customers, CARTIF

future actions on the network and

the economic value that this en-

tails.

Unit power, unit location, unit BAMBOO, OMIE Readily Available
schedule, unit bids (hour contract, CUERVA

quantity and price)

Requirement (quantity, limit price, CUERVA OMIE Readily Available
hour contract)

Data generated by the grid (volt- CUERVA OMIE, BAMBOO, Readily Available
age, current, power, switches posi- CARTIF

tion, etc.), Data generated by the

users (energy consumption)

Weather data, energy forecasting UBIMET Readily Available
data for PV-, wind- and hydro-

power applications, as well as feed

in management solutions

Electrical consumption and genera- CUERVA BAMBOO, CAR- Readily Available
tion. TIF

Table 21 Data Landscape for UC.2.2 - Investment deferral

Data Type Data Provider Data Availability

Grid Topology CUERVA CARTIF Readily Available
Grid Investment CUERVA CARTIF Readily Available
Grid Events (historical) CUERVA CARTIF Readily Available
User Consumption (historical) CUERVA CARTIF Readily Available
DERs Generation CUERVA BAMBOO Readily Available
Flexibility Aggregated Data BAMBOO OMIE, CARTIF  Not Readily Available
Result of problem solved thanks to CARTIF CUERVA Not Readily Available
flexibility
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Topology of the network, measure-CUERVA
ment of energy use by customers,

future actions on the network and

the economic value that this en-

tails.

Unit power, unit location, unit BAMBOO,
schedule, unit bids (hour contract, CUERVA
quantity and price)

Requirement (quantity, limit price, CUERVA
hour contract)

Data generated by the grid (volt- CUERVA
age, current, power, switches posi-

tion, etc.), Data generated by the

users (energy consumption)

Weather data, energy forecasting UBIMET
data for PV-, wind- and hydro-

power applications, as well as feed

in management solutions

Electrical consumption, electrical CUERVA
generation.

Table 22 Data Landscape for UC.2.3 - P2P Trading Users or Energy Communities

Data Type Data Provider Data Availability

Any kind of data collected by or CUERVA
from stakeholders

Grid Topology CUERVA
User Consumption (historical) CUERVA
DERs Generation CUERVA
Flexibility Aggregated Data BAMBOO

Topology of the network, measure-CUERVA
ment of energy use by customers,

future actions on the network and

the economic value that this en-

tails.

Unit power, unit location, unit BAMBOO,
schedule, unit bids (hour contract, CUERVA
quantity and price)

D1.1 - PISTIS Operation Principles and Context Detailing

OMIE, BAMBOO, Readily Available
CARTIF

OMIE Readily Available

OMIE Readily Available

OMIE, BAMBOO, Readily Available
CARTIF

Readily Available

BAMBOO, CAR- Readily Available
TIF

EURECAT Readily Available
CARTIF Readily Available
CARTIF Readily Available
BAMBOO Readily Available
OMIE, CARTIF  Readily Available

OMIE, BAMBOO, Readily Available
CARTIF

OMIE Readily Available
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Data generated by the grid (volt- CUERVA OMIE, BAMBOO, Readily Available
age, current, power, switches posi- CARTIF

tion, etc.), Data generated by the

users (energy consumption)

Weather data, energy forecasting UBIMET Readily Available
data for PV-, wind- and hydro-

power applications, as well as feed

in management solutions

Electrical consumption, electrical CUERVA BAMBOO, CAR- Readily Available
generation. TIF

Table 23 Data Landscape for UC.2.4 - Monetisation of Data owned by the different Actors to Third Parties

Data Type Data Availability

Digitalisation Costs CUERVA Readily Available
Grid O&M operation CUERVA Readily Available
Data Infrastructure Costs CUERVA Readily Available
Topology of the network, measure-CUERVA BAMBOO, CAR- Readily Available
ment of energy use by customers, TIF

future actions on the network and

the economic value that this en-

tails.

Unit power, unit location, unit BAMBOO, Readily Available
schedule, unit bids (hour contract, CUERVA

quantity and price)

Requirement (quantity, limit price, CUERVA Readily Available
hour contract)

Data generated by the grid (volt- CUERVA BAMBOO, CAR- Readily Available
age, current, power, switches posi- TIF

tion, etc.), Data generated by the

users (energy consumption)

Weather data, energy forecasting UBIMET Readily Available
data for PV-, wind- and hydro-

power applications, as well as feed

in management solutions

Electrical consumption, electrical CUERVA BAMBOO, CAR- Readily Available
generation. TIF
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Table 24 Data Landscape for UC.3.1 - Traffic quality assessment

Data Type Data Provider Data Availability

Vehicle sensor data CARUSO TRAFFICON Readily Available
Vehicle data CARUSO TRAFFICON Readily Available
Fuel consumption, risk, driving CARUSO TRAFFICON Readily Available
styles

Weather Data (live) UBIMET TRAFFICON Readily Available
Connected Car Data CARUSO TRAFFICON Readily Available
Driving Style and Risk Assessment VIF TRAFFICON Readily Available

Table 25 Data Landscape for UC.3.2 - Driving style and risk assessment.

Data Type Data Provider Data Availability

Past trip data CARUSO, VIF Readily Available
Vehicle trip data CARUSO CARUSO, VIF Readily Available
Driving style data VIF VIF, TRAFFICON Readily Available
Weather Data (historical) UBIMET VIF Readily Available
Weather Data (live) UBIMET VIF Readily Available
Anonymised Connected Car Data CARUSO VIF Readily Available
Personalized Connected Car Data CARUSO VIF Readily Available
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3 BUSINESS REQUIREMENTS

Business requirements are specific statements or descriptions that outline the needs,
objectives, and expectations of a business or organization. These requirements define what
the business aims to achieve, how it should operate, and what outcomes it desires. Business
requirements typically focus on the desired results rather than the technical implementation
details.

In principle, business requirements are derived from various sources, including customer
demands, market analysis, industry standards, regulatory requirements, and internal
stakeholders. They serve as a foundation for guiding the development and implementation of
solutions, projects, or systems to meet the identified needs of the business.

In essence, business requirements articulate the "what" of a business initiative, describing the
desired outcomes, functionalities, capabilities, constraints, and performance criteria that
must be fulfilled to address a specific business problem or opportunity. These requirements
act as a bridge between business goals and the technical or operational solutions that are
designed to fulfil those goals.

In the PISTIS context, the methodology described in Section 2.2 was followed to support the
business analysis process and extract the business requirements. The focus was given in
extracting and defining business requirements with respect to the design and implementation
of the PISTIS platform to serve the objectives of the use cases. The business requirements for
each UC per se is beyond the scope of this deliverable.

Each PISTIS business requirement is defined by a unique identifier (id), a title, a description,
the actors that are affected and the prerequisites for satisfying each requirement. This
information will be used at a later stage to extract the technical functional and non —
functional requirements for the PISTIS platform that will be documented in D1.2. The
interdependencies among the business requirements is a valuable tool that will help to
prioritize the implementation of respective components that address the related
requirements. The extracted business requirements are reported in tables below.

Id BRO1

Title User registration and management

Description A user is registered in PISTIS as part of an organization and gets access to
the PISTIS functionalities and assets that the organization dictates. With
respect to PISTIS use cases such organizations are AlA, Goldair, UBIMET,
OASA, CUERVA, CARTIFF, ICCS, OMIE, BAMBOO, etc.

Impacts Data consumer, Data provider

Dependson [E
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Id

Title

Description

Impacts

Depends on

Id
Title

Description

Impacts

Depends on

Id

Title

Description
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BRO2

New data addition

Data provider decides to make new data available through PISTIS. Semantic
enrichment of the data should be supported to make it searchable using
keywords, enhancing data accessibility and usability. This enrichment
should be performed with the respect to the adopted interoperability
standards.

Use case specific examples:
UC1.4: OASA decides to provide public transport timetables through PISTIS

UC2.1: UBIMET decides to provide weather data through PISTIS

Data consumer

BR11

BRO3

Data Discovery

PISTIS should provide a registry with available data sources and support the
discovery of the required data. This ensures that the necessary data sources
are identified and accessed. PISTIS should include the necessary metadata
for the data sources to be easily and effectively discoverable.

Use case specific examples:

UC2.2: CARTIFF discovers the availability of grid topology and investment
data.

UC3.1: TRAFFICON discovers the availability of driving data provided by VIF
and weather data provided from UBIMET

Data consumer

BRO4

Data Query

Data consumers should be able to gain insights on the available data in
addition to the related metadata, if it’s allowed by their data provider. This
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Impacts

Depends on

Id
Title

Description

Impacts

Depends on

Id
Title

Description

Impacts

Depends on
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qguery mechanism should support searching through all the available
distributed PISTIS data sources.

Use case specific examples:

UC3.2: Drivers’ app queries events with a geo spatial key computed on
driver’s app; Visual exploration of driving risk data to develop automated
data quality analysis and improvement.

Data consumer

BROS

Data anonymization

The platform should facilitate the anonymization of data and removal of
business-sensitive information to protect data privacy.

Use case specific examples:
UC1.1: AlA removes sensitive information from passengers’ bag arrival data.

UC2.3: CUERVA anonymises users’ DER

production and location

energy consumption data,

Data provider

BRO6

Data Quality Assessment

PISTIS should enable data providers to assess the quality of their data. This
ensures that the data meets the required standards (including GDPR
restrictions) and can be used effectively by data consumers. This
requirement strongly depends on the definition of the metrics that assess
data quality.

Data consumer

BRO7, BR11

BRO7

Licensing and Policies
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Description

Impacts

Depends on

Id
Title

Description

Impacts

Depends on

Id
Title

Description

Impacts

Depends on

Id

Title
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PISTIS should support the definition of licensing and policies for using the
traded data. Data should be made available through PISTIS under specific
rules and regulations. Moreover, access policies of data by the data
consumers should be defined in the context PISTIS data exchange and
trading services. With respect to these licensing and policy schemes, PISTIS
should be able to monitor and regulate the usage of exchanged data within
the platform.

Data consumer, Data provider

BR11

BRO8

Data exchange preparation

Before the actual data exchange between consumer and provider takes
place, specific processes need to take place such as secure peer-to-peer
channel establishment, contract establishment and verification as well as
monetary exchange.

Data consumer, Data provider

BR11

BRO9

Data Exchange of datasets and data streams

The platform should facilitate the exchange of data between stakeholders,
adhering to agreed-upon Service Level Agreements (SLAs) that support both
the exchange of static datasets as well as the exchange of data streams that
provide dynamic data.

Use case specific examples:

UC3.2: UBIMET provides the required APIs / mechanisms for real time
weather data transmission to VIF

Data consumer

BR11

BR10

Automated Data Trading
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Description

Impacts

Depends on

Id
Title

Description

Impacts

Depends on

Id
Title

Description
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PISTIS should support the setup of mechanisms to automatically receive
specific data sets at regular intervals. For example, daily updates of datasets
and operation plans can be received to ensure the availability of up-to-date
information for planning and decision-making. This synchronization follows
the synchronous mode where data provider provides required data to data
consumer at predefined intervals (batch operations).

Indicative reference use case(s):

UC1.4: OASA provides the incoming / outcoming passengers’ data and bus
geolocation data from previous day.

UC1.4: AIA provides historic data of flight schedules, gate/terminal usage,
inbound/outbound passengers per hour to OASA and DAEM

Data consumer

BR9

BR11

Interoperability and data format

PISTIS should provide common information models, data formats, and
protocols for data exchange. This ensures interoperability and consistency
in data exchange between the involved parties (data consumers & data
providers.

Indicative reference use case(s):

UC2.1: Agree on common information model (CIM), data format and
protocols among all the involved parties (CUERVA, CARTIF, BAMBQOO)

Data consumer, Data provider

Table 34 BR12 - Data usage and analytics

BR12

Data usage and analytics

PISTIS should provide data usage and market insights to the data provider.
Moreover, the involved parties will need to get information regarding the
progress of their data exchange along with any related notifications.

Indicative reference use case(s):
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Impacts

Depends on

Id

Title

Description

Impacts

Depends on

Id
Title

Description

Impacts

Depends on
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UC2.1: OMIE creates short-term flexibility markets (auctions, under the
CUERVA call) from assets information (location, among other) and their
bids.

UC2.1: CARTIF combines and analyses grid data, prosumers data, flexibility
validation data to generate new insights and predictions of network hosting
capacity.

Data provider

BR13

Peer-to-Peer Trade Auditing

The platform should support the recording and reporting of peer-to-peer
trading results, enabling users to track and validate their transactions. A
report system for validating transactions will provide users with a clear
overview of their trading activities. An auditing mechanism should be
available to monitor the trading process (transactions and records). This
auditing mechanism will enable PISTIS to verify the transactional accuracy,
security and contractual compliance that the involved parties have agreed
on within the PISTIS context in favour of PISTIS governance and
transparency.

UC2.1: CUERVA / UBIMET check retrieved data for data format, data
characteristics and their compliance with contractual requirements.

Data consumer, Data provider

BR14

BR14

Data Contracts and Terms

The platform should enable agreement on conditions for data sharing,
ensuring that stakeholders have agreed upon how and when data will be
shared, including data security and privacy issues, legal requirements, terms
of use, and pricing policies. This ensures clarity and agreement among all
parties involved in data sharing. PISTIS should provide this functionality
through the creation and signing of smart contracts.

Data consumer, Data provider

BR11
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Id
Title

Description

Impacts

Depends on

Id
Title

Description

Impacts

Depends on

Id

Title

Description

Impacts

Depends on
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BR15

Storage of Contracts and Contract execution reports

PISTIS should provide a secure storage mechanism for storing smart
contracts and validation results, ensuring transparency and traceability of
peer-to-peer transactions.

Data consumer, Data provider

BR16

Secure Authentication and Authorization

PISTIS should implement and support robust authentication and
authorization mechanisms to verify the identity of users accessing the
platform. This can include strong password policies, multi-factor
authentication, and secure session management. Additionally, implement
proper authorization controls to ensure users have appropriate access
privileges based on their roles and the resource (data) attributes.

All

BR17

Platform Security

PISTIS should implement network and system security measures, such as
intrusion detection and prevention systems, automated system and
network configuration, data encryption in transit, network segmentation
and isolation to limit the risk of breaches and access to data and transaction
ledgers.

All

Page 61 of 150



101093016 - PISTIS - HORIZON-CL4-2022-DATA-01-04

4 LEGAL REQUIREMENTS AND ETHICAL PRINCIPLES

4.1 ETHICAL AND LEGAL CONSIDERATIONS FOR DATA SHARING

This section analyses the legal and ethical aspects of PISTIS and carries out initial plotting of
the legal and ethical requirements that are highly relevant to the project within the scope of
Task 1.3 - GDPR, Cross-Border Legal Aspects and Contracts Definition for Data Sharing and
Trading. The legal and ethical analysis is largely based on the outcome of the workshops with
the demonstrator partners while also considering the overall data sharing activities as
described in the Grant Agreement envisaged in the PISTIS proposal. Particular attention is
given to the key considerations for data sharing, protection of personal data, legal nature, and
function of PISTIS platform, use of smart contracts and data sovereignty. Therefore, the legal
and ethical analysis aims to identify potential challenges with respect to data sharing and to
offer insights on business and end-user limitations that may affect the demonstration and
validation of PISTIS. It is aimed that the key legal requirements and the ethical principles
described in this section complement PISTIS Operation Principles to be defined in Work
Package WP1 - PISTIS Trusted and Interoperable Data Trading and Management Framework.
Overall, as the project progresses and the PISTIS architecture becomes more solid, the legal
requirements and ethical principles will be refined. Taking into account, among other, the
Model Contractual Terms to be prepared by the European Commission’s Expert Group on B2B
Data Sharing and Cloud Computing Contract s2 in accordance with the requirements set under
the upcoming Data Act, overall, it is. intended the related instruments to be produced by
PISTIS that they facilitate trustworthy data sharing. This follow-up progress will be
documented in the final deliverable D1.3 - PISTIS Technical Requirements and MVP - v2 of
WP1.

4.1.1 Introduction Digital Decade 2030 & Data Sharing, based on Trust.

4.1.1.1  Dynamics in the Digital Age

Technology changes the world at an ever-increasing pace. Whether we like it or not, and
whether we are active in mobility, logistics, energy or other societal-relevant sectors, domains
and dimensions the change is expedited by both non-digital global occurrences such as
pandemics and geopolitical developments as well as by increased and ever-converging
technical capabilities such as connected devices, platforms, available data, computing,
artificial intelligence and the like. These enable connecting, inter-connecting and hyper-
connecting billions of individuals, organizations, communities, societies, and data, with tens
of billions of objects and entities. Furthermore, digital has become a must-have, for people,
society, and our ecosystems, within the European Union as well as globally.

4.1.1.2  Data (b)locking or data sharing?

However, smart, and otherwise advanced one may want to market this Digital Age is, it is for
sure not immune to evil, ignorance, build-fast-fix later business models and other breaches of
norms and values. These threaten systems, services, lives of people, key networks and even
entire nations, democracies, and societies. And malicious and other less-ethical actors do not
work alone. They have joined forces, and they are increasingly winning because of that.
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One may feel the urge to blame it all on the others. Or feel the urge to believe that the battle
—and the war —is lost. However, there is no way one can point to the other and blame them
for everything. Whatever and whoever is part of the Digital Age is part of the problem.
However, whatever and whoever is part of this, is part of the solution as well. One of the
solutions is to join forces, to partner up, to start and continue collaborating, orchestrating our
knowledge, values, and other capabilities — and to organise ourselves for this dynamic Digital
Age.

Stopping pointing fingers, starting to collaborate and contribute, and meanwhile
demonstrating accountability and co-accountability are prerequisites. One key essential to do
so, is to share. Share data, share information, share experience, share good practices, share
lessons-learned, and share knowledge. It should not be that hard to do, right?

4.1.1.3  Data sharing is not an easy feature
Sharing any data, information, or knowledge with another has proven not to be an easy fea-
ture. These and other queries, potential concerns and considerations come up, even before
sharing any information to anyone:
a. Who am I? Who am | representing here? What is my mandate?
b. Why do | feel the urgency or other need to consider sharing that information? Or am |
obliged to share, based on new or existing regulations or industry standard practices?
c. What do | share, and what not? And what is the provenance, quality and relevance of
the information that could be shared?
To what extent am | allowed to share it? And to whom?
Do | know the other party, or not?
What will the recipient do with it? What is in it for me?
And what is the risk? What if something is wrong or goes wrong with the information,
with the sharing, with the use?
h. Do the potential, envisioned efforts and benefits outweigh the potential risks and con-
sequences?
i.  Why not just leave it, not engage, and not share information?

@™ o a

4.1.1.4  Data sharing, based on trust

These and other considerations all boil down to five letters: trust. One needs trust, before,
during and after data sharing. Trust and related trustworthiness are always the main enablers,
also in the PISTIS focus areas and related domains, dimensions, communities and other
stakeholders, and the relevant ecosystems. Does one have the appropriate level of trust in the
digital means and assets, trust in its own competences, trust in the organisations and
community involved, trust in the technical systems and trust in the ecosystem at large? The
right level of trust both brings the comfort, confidence and courage to engage, and share.

One needs many different stakeholders in any use case or related situation or scenario to
come to sufficient levels of transparency, trust, engagement and accountability in order to
come to sufficient amounts of relevant and interesting data sharing.

4.1.1.5  Data is the common denominator

Data is the common denominator. However, where the increasing use of data processing and
related computing technologies such as cloud, edge, and far edge computing, are promoting
and enabling data exchange, analysis, processing and storage, the current operations and
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implementations do not generally meet the minimal threshold for the envisioned European
digital sovereignty [1] and are not yet regulated.

The European Union, both on Union level, member state, regional and local levels is enabling
and facilitating various trust anchors on the numerous and obvious opportunities of data
sharing and creating digital sovereign cyber-physical and other digital data ecosystems, as well
as on unlocking data and addressing various ethical and legal challenges related thereto.

Digital data and related data processing for once make up a crucial cornerstone of the 2030
Digital Decade strategy[2]. This is called, the Digital Decade 2023, for once to make Europe fit
for the Digital Age. This has also been reconfirmed by the European Declaration on Digital
Rights and Principles and the related Digital Decade Policy Programme 2023 [3]. The latter
endorses and implements common value-based objectives [4] and concrete targets [4] for
Europe’s digital transformation with a robust governance monitoring and cooperation
mechanism, as well as policy tools to accelerate and deepen multi-country projects (‘MCPs’)
throughout the EU (and where applicable: its periphery).

Europe’s Digital Decade vision, strategy, declaration, objectives, targets, and programmes to
the extent most notable for PISTIS are visualised in Figure 4.

Europe’s Digital Decade

Digital Deche 2030 (DD2030)
Eniinle Based DD2030 Vision & Roadmap , with an integrated Approach, Targets & Objectives,
based on Declarauon on ngnal Rxbhts & Principles, and Related Policy Initiatives

Vision + Roadmap = Path to the Digital Decade (with Monitoring & Cooperation Mechanism)

. - . L < i
Declaration on Digital 2030 Fit for Digital 2030 Digital Digital
Rights and Principles a?d_ Principles Age Objectives Decade Targets Transformation
for the Digital Decade Empowering people with a Skills, Digital Strategy

Putting people at the centre, new generation of tech. Transformation, Digital
Empowerment, Autonomy, Human-centred, Resilient, Infrastructures, Public ALk the":ralk Y
| Participation, Safety, Security, Sustainable, Sovereign, Digital Services EuropeanCommiszion
% Inclusion, Sustainable A Prosperous Future A % J
= r—_j = y - F—L Yy - r—“ Yy - ,.._J——L;» .

Digital Decade Policy Programme 2030 (DDPP)

S < 0.0

Figure 4: Overview of the Digital Decade 2023 Vision and Roadmap

4.1.1.6  Data Strategy & Cybersecurity Strategy
Regarding PISTIS, the main underlying strategy that is part of the above, is the European
strategy for data (Data Strategy) [5] and the cybersecurity strategy [6].

The latter is about building resilience to cyber threats and ensure citizens and businesses
benefit from trustworthy digital technologies. It consists of regulatory, investment and policy
initiatives, and address three areas of EU action: (i) resilience, technological sovereignty, and
leadership; (ii) operational capacity to prevent, deter and respond; (iii) cooperation to advance
a global and open cyberspace. In paragraph below about System-Centric Perspectives, some
for PISTIS most notable regulations related to the Cybersecurity Strategy is elaborated on.
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Regarding the Data Strategy, its motto is facilitating access to high-quality data for businesses
and public authorities to boost growth and create value. Its main provisions are basically:

Adopt legislative measures on data governance, access, and re-use.

Opening high value publicly held datasets and allowing their re-use.

Enable access to secure, fair, and competitive data processing, and.

Enable the investment of billions of Euros in European High Impact Projects to develop
data processing infrastructures, data sharing tools, architectures, and governance
mechanisms for thriving data sharing and to federate energy-efficient and trustworthy
cloud infrastructures and related services.

Same as the Cybersecurity Strategy, the Data Strategy demonstrates that policy making is not
merely about regulations. It is about strategy, tactics, and operations, such as organising,
investing, enabling, incentivising, facilitating and otherwise catering for new ecosystems,
while mitigating risks and increasing and optimising positive, people-centric data- and other
digital sovereignty, while addressing societal challenges and facilitating innovation of new
digital value models, business, and financial models, in a trustworthy, secure, safe, viable,
feasible, accountable, and sustainable manner.

PwnNPE

Said otherwise, it helps build, achieve, and sustain the ability at European level to act and
decide independently in a global environment on digital products, systems, and services. It
benefits the development of strong competencies, research and innovation, the promotion of
the European industrial, economical, and societal position on data and data processing, and
the protection of European values and democracy. Some components are harder to tackle
from the sovereignty point of view (such as microchips and raw material), while others are
lower hanging fruits (e.g., software (open source), data architectures, data components and
data governance).

Obviously, for the project about Promoting and Incentivising Sharing and Trading of
Interoperable Data Assets, also known as PISTIS, these European ethical and legal frameworks
are quite essential, while it helps to load these frameworks with its various pilots and related
use cases. This Deliverable aims to bring guidance to make it work.

4.1.2 Data Sharing Key Considerations

When an organisation needs to or is aiming to or otherwise considering sharing data, either
inbound or outbound, these are some key notions and recommendations to consider and
consider:

Read the European Declaration on Digital Rights and Principles, as well as the Data Strategy.
Both the Declaration as well as the Data Strategy, mentioned in the previous paragraph, are
easy, non-legal reads. These provide guidance about where the digital decade strategies are
aiming for, how to benefit from those, how to be part of it, and what main public values,
objectives and some other ethical, behavioural, responsibility and accountability components
and dimensions are pursued.

There is a lot to share. Data is not a four-letter word. It can be OT-, IT- or sensor-generated
data coming out in a ‘raw’ manner. It can be structured data — being information or other
attributes — either from registers or other root sources, combined with other data sets, or
even without revealing the data source or data while providing appropriate level of trust about
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its provenance, quality, and integrity (such as, for instance, zero knowledge proof). It be used
data and information, enriched, or otherwise combined and feedback-looped — being
knowledge and experience —. There also numerous data classifications, such as open data,
confidential data, classified, sensitive, personal, non-personal, derived, meta and other data.

Data should not be treated as a four-letter word. It can have many classifications and
dimensions. Data classification, both on high level as well as in a fine-grained way is the initial
step to take. Furthermore, it is important to note that data has quantum capabilities; it can
and it generally will have several classifications at the same time as it can have different
contexts simultaneously.

Data is both an asset and a means. This, for once, is also reconfirmed and reinstated in the
Data Act. Data is an asset of diverse values and with certain integrity, and therefore in itself
already valuable enough for any actors (friendly and malicious) to be interested in. And a
means to do good, and a means to be used in a malicious way, either intentionally or
unintentionally, and by anybody that has or is able to obtain access to the data.

Data needs to be addressed as a dimension, intertwined with other domains and
dimensions, as it is relevant in all technical, organisational and operational layers, domains
and dimensions, throughout the various ecosystems and life cycles; end-to-end. Data is that
Each data record or data set will have its own data life cycle. Essentials to be considered are
for instance: what data is collected, created or otherwise concerned; what are its
classifications; can it be segmented, minimised and isolated; what if it has multiple
classifications; what if the classification changes; who controls the data; for what purposes is
one entitled to process the data; what meta data and derived data is generated during the
data life cycle; what does true data deletion mean; what is other life cycles evolve or otherwise
change — such as the digital system life cycle, stakeholders life cycle, contextual life cycle or
legal life cycle?

Start with strategic, tactical, and operational questions, and discuss those internally, and
thereafter with your potential data sharing partner(s). These include the questions already
mentioned in the previous paragraph, such as:

1. Who am I? Who am | representing here? What is the mandate of my organisation?
What is my mandate? What is my persona as a professional within the organisation?

2. Why does my organisation feel the urgency or other need to consider sharing that
information? Or is my organisation obliged to share, based on new or existing
regulations or industry standard practices?

3. What should my organisation share, and what not? And what is the provenance,
guality and relevance of the information that could be shared?

4. To what extent am | allowed to share it on behalf of my organisation? And to whom?
5. Does our organisation know the other party, or not?

6. What will the recipient do with it? What is in it for us?
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7. And what is the risk? What if something is wrong or goes wrong with the information,
with the sharing, with the use?

8. Do the potential, envisioned efforts and benefits outweigh the potential risks and
consequences?

9. Why not just leave it, not engage, and not share information?

Data Sharing: no one can do it alone. To share, one needs to know who the data holders, data
providers, data recipients and other stakeholders are. These include a proper stakeholder
plotting and mapping of the stakeholders within one’s own organisation, as well as obviously
the external stakeholders.

Avoid Excuses. One should expect persons or organisations that will state that they are not
allowed to share data. While the Digital Decade 2030 strategies, including policy instruments
such as the Data Governance Act, Data Act and others, support and incentivize —and in various
cases also make mandatory — and otherwise create trust frameworks to share data, trying to
avoid excuses and help these persons or organisations with bringing comfort about data
sharing, and building confidence by understanding what the benefits are of sharing while
addressing potential risks, and facilitating the courage to act, share and engage. Some excuses
that have been heard in the past 20 years are visualised in Figure 5.

Top 5 Excuses for Data Sharing Blocking
We are not ‘allowed’ to share, because:

1. 1itis our Intellectual Property ...

. of Compliance & Regulatory Restrictions ...
. it is Technically not possible ...

. we have the Policy not to share ...

. we do Not Know How and What to share ...

‘Tt i5 better to offer no excuse than offer 2 bad one’
George Washington
Figure 5: Top 5 Excuses for Data Sharing Blocking

Avoid unpleasant surprises. Nobody likes unpleasant surprises. While trust is the equation of
consistency through time, data sharing and any other engagement, communication,
interaction, transaction, relationship, or transformation need transparency, agility, resilience,
accountability, and continuous improvement in order to work. The principle of no surprises is
one to consider by design and before and during engagements and deployments. Data sharing
should be based on trust, and when there is enough trust, it is easy to share.
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4.2 THE ETHICAL AND LEGAL REQUIREMENTS FOR PISTIS

4.2.1 Data-Centric Perspective

This section discusses legal principles that apply to PISTIS project from the data-centric
perspective. This perspective focuses on the legislation concerning various types of data as
well as various stakeholders processing this data in various ways. On the one hand, it discusses
legal requirements relating to the sharing of non-personal data, whilst discussing provisions
addressing the sharing of data held by public sector bodies, and the proposal for accessibility
to and availability of data generated by connected devices, on the other. Data and the context
it is used in remain the focus of legislation discussed here. Of course, the General Data
Protection Regulation also concerns a specific type of data (namely personal data), however,
as this regulation focuses on an individual and their rights from a personal perspective, the
GDPR is discussed in a separate section below focusing on the people-centric perspective.

It is worth noting that this perspective is highly relevant considering the Commission’s
“European strategy for data” published in February 2020. In this communication, the
Commission has acknowledged the growing data volumes and technological change and has
called for measures to help the EU remain competitive in the global market. These include,
amongst others, adopting legislative measures on data governance, access and re-use;
opening up high value publicly held datasets and allowing their reuse; and enable access to
secure, fair and competitive data processing.

4.2.1.1 Free Flow of Non-Personal Data Regulation

4.2.1.1.1 Scope

To retain users and prevent them from leaving to competitors, some digital service providers
had adopted practices not allowing users to transfer their data to another provider. This
‘vendor lock-in’ has been seen as undesirable, as it prohibits users from choosing freely
between providers and thereby stifles competition in the internal market. Where in 2018, the
GDPR has provided for measures to avoid this from happening with regards to personal data,
the Free Flow of Non-Personal Data Regulation [7] (FFoD) promotes portability of non-
personal data.

FFoD has been in application since 28 May 2019 and aims at fostering the data economy by
facilitating the exchange and storage of electronic, non-personal data across EU borders by
removing certain obstacles to its free movement. The overarching purpose is to encourage
businesses to share data, provide an underlying legal framework facilitating such sharing, and
foster competition in the internal market.

FFoD applies to the processing of electronic data, other than personal data, within the EU,
thereby complementing the GDPR. In addition to data processing within the EU, the FFoD is
also applicable when the users of the service are in the EU, or when the services are carried
out by an entity in the EU [7].

4.2.1.1.2 Key Legal Requirements
With the introduction of FFoD, data localisation requirements are prohibited, unless they
serve public security objectives and are justified [7]. Another key implication of FFoD is that
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competent public authorities can retain access to the data stored and processed in another
Member State [7]. Furthermore, FFoD facilitates businesses’ ability to switch cloud service
providers without losing their data. Under the framework, the Commission encourages
providers to adopt codes of conduct setting out key requirements for transfers of data
between cloud providers or local IT environments [7].

4.2.1.1.3 Key Takeaways for PISTIS

As PISTIS aims at creating a platform facilitating the monetization and secure transfer of data,
the principles enshrined in FFoD are highly relevant for the project and its various
demonstrator hubs.

By way of an example, partners participating in the automotive demonstrator hub propose to
process and potentially offer for sale certain non-personal data including the records of a
specific vehicle’s geolocation, speed, acceleration, mileage, and seatbelt status. This dataset
is highly reflective of a driver’s behaviour on the road. The driver may therefore wish to retain
this data or port it to another automotive manufacturer when purchasing a new vehicle, as
this data could be assessed by an insurance company when working out the driver’s insurance
premium. By encouraging the development of self-regulatory codes of conduct for data
porting, the FFoD can facilitate an efficient transfer of the driver’s data to another automotive
manufacturer, potentially achieving the lowest possible insurance premium for them.

Similarly, partners participating in the energy demonstrator hub propose to process and
potentially offer for sale certain non-personal data including the records of grid topology,
location, energy generation and consumption, and any unusual events. This data can play an
important role when a user wishes to switch a utility provider (both in the case of the user
consuming or generating electricity). Again, FFoD facilitates an efficient transfer of the user’s
data set to the desired utility provider. In addition, were the user able to make use of services
offered by an entity in another Member State (this may be limited by certain sector-specific
national legislation, an assessment of which is outside the scope of this study), then FFoD
would prohibit any limits on the transfer of the relevant dataset simply on the ground that it
originates from another Member State.

Finally, partners participating in the mobility and urban living hub propose to process and
potentially offer for sale certain non-personal data including records concerning the baggage
handling management, transfer passenger management, aircraft turnaround process, and
public transportation planning support. The FFoD could facilitate the free movement of data
between the various stakeholders also in this demonstrator hub. At this same time, however,
this demonstrator hub may process certain data that may be deemed sensitive for national
security, such as aircraft details, times, and details of any irregularities. It should be noted,
that were justified on the grounds of public security and in compliance with the principle of
proportionality, the FFoD allows a Member State to prevent free movement of data to another
Member State.
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4.2.1.2 Data Governance Act

4.2.1.2.1 Scope

Data Governance Act (DGA) [8] is an EU regulation that is part of the European Commission’s
aim to make Europe fit for the digital age and to facilitate Europe’s digital transformation by
2030. This transformation focuses on skills, secure and sustainable digital infrastructures,
digital transformation of businesses and digitalisation of public services.

In its European Strategy for Data, the Commission has set out the European strategy for
creating a single data market to improve its competitiveness. In this strategy, the Commission
has described its vision of a common European data space, meaning an internal market for
data in which data could be used irrespective of its physical storage location in the Union. Like
PISTIS, such data space would essentially consist of several domain-specific data spaces for
data sharing and data pooling, including in the fields of health, mobility, manufacturing,
financial services, energy or agriculture, or a combination of such areas. Common European
data spaces should make data findable, accessible, interoperable, and re-usable (the ‘FAIR
data principles’), while ensuring a high level of cybersecurity [9].

The DGA plays a central role plays a central role in this strategy. The regulation has been
approved by the European Parliament and the Council and will apply from 24 September
2023.

The DGA aims to improve the conditions for the sharing of data between organisations within
the EU. The improvement of these conditions will increase the availability of data for research
and innovative uses. Since public entities and organisations separately generate large
amounts of data daily, the DGA seeks to effectively harness the combined value of this data
to facilitate innovation and economic growth. To achieve this, the regulation lays down certain
conditions for the re-use of certain categories of data held by public sector bodies. These
‘public sector bodies’ refer to the State, regional or local authorities, bodies governed by
public law or associations formed by one or more such authorities, or one or more such bodies
governed by public law [8].

Furthermore, the DGA introduces a framework for the provision of data intermediation
services, a framework for the registration of data altruism organisations and a framework for
the establishment of a European Data Innovation Board. With these measures, the goal of the
DGA is to establish trust between organisations concerning data sharing, to make available
public sector data for re-use under certain conditions and overall to generate wealth for
society.

4.2.1.2.2 Key Legal Requirements

The DGA does not create actual obligations for public sector bodies to allow re-use of data. It
is for every Member State to decide whether certain data is made accessible for re-use.
Instead, the DGA delivers a trustworthy framework through which protected data, not
regulated by the Open Data Directive, can be re-used and as such be of further benefit to
society [10]. Public sectors bodies that are competent under national law to allow or refuse
access for the re-use of one or more of the categories of their data are required to publicly
make av