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ABAC Attribute Based Access Control 
ABE Attribute Based Encryption 
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AI Artificial Intelligence 
API Application Programming Interface 
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CRUD Create, Read, Update, Delete 
DCAT Data Catalogue Vocabulary 
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DNN Deep neural networks 
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LSH Locality-Sensitive Hashing 
ML Machine Learning 
MQTT Message Queuing Telemetry Transport 
MVP Minimum Viable Product 
OIDC OpenID Connect 
PROV Provenance 
RBAC Role Based Access Control 
RDF Resource Description Framework 
REST Representational state transfer 
SE Searchable Encryption 
SQL Structured Query Language 
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https://github.com/orgs/PISTIS-Platform/
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Figure 4: File upload GUI 

Figure 5 depicts the GUI that supports data ingestion from an FTP server. 
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Figure 5: FTP data upload GUI 

Finally, Figure 6 illustrates the GUI for obtaining data from API. 

 



https://docs.pistis-market.eu/developers/data-check-in/data-check-in
https://docs.pistis-market.eu/developers/data-check-in/data-check-in
https://github.com/PISTIS-Platform/platform-frontend








https://docs.pistis-market.eu/developers/streaming-data/introduction
https://docs.pistis-market.eu/developers/streaming-data/introduction
https://github.com/PISTIS-Platform/components-monorepo
https://github.com/PISTIS-Platform/components-monorepo
https://github.com/PISTIS-Platform/platform-frontend/
https://github.com/PISTIS-Platform/platform-frontend/
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string replacement, missing values replacement using fixed or statistical values or missing 
values removal) and its application. 

 

2.2.8 GRAPHICAL USER INTERFACE 
The UI of this component highly depends on the transformations defined. In case a dynamic 
GUI can be implemented, this GUI should consume the response from the GET API call in order 
to know which transformations are defined in the component and the different inputs that 
each transformation will require. In beta version of the GUI, this is already supported. Current 
version of the GUI offers, on the left side of the screen the data transformation catalogue 
displayed as cards, each one with its own title and input parameters. On the right side of the 
screen we can see a real-time JSON representation of the designed transformation on the top 
and the logic required to apply the designed transformation to a local file at the bottom. These 
three sections can be seen in the following screenshot: 
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Figure 11: Data Transformation Component UI in beta version 

 

2.2.9 DEVELOPER DOCUMENTATION 
 

Updated documentation for this component can be found at: https://docs.pistis-
market.eu/developers/data-transformation/data-transformation  

 

2.2.10  SOURCE CODE 
The source code developed for the Data Transformation component is currently stored under 
an internal repository in ATOS premises until the license to be applied to it is decided. 

https://docs.pistis-market.eu/developers/data-transformation/data-transformation
https://docs.pistis-market.eu/developers/data-transformation/data-transformation


https://github.com/PISTIS-Platform/platform-frontend
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o New graphical sections for each service chosen in the workflow to complete 
input parameters. 

 

2.3.3 COMPONENT BACKLOG  
This section provides the full set of features that belong to the backlog of the component. 

ID # 
Use Case Backlog 

Priority 
Acceptance 
Criteria 

Status WP1 User 
Stories 

As a 
<Role> 

I want to 
<Action>, so that <Reason> 

UC_01  
Data 
Provid
er 

Define a data 
pipeline 
related Job 

Support data check-
in, data 
transformation and 
analytics insights 
tasks 

Alpha 
Job Template 
as Airflow 
DAG 

Done PISTIS.SOUS.01, 

PISTIS.SOUS.02, 

PISTIS.SOUS.03 

UC_02  
Data 
Provid
er 

Define a 
workflow 
because of 
composing 
different jobs 

Support data pipeline Alpha 
Workflow 
template as 
Airflow DAG 

Done PISTIS.SOUS.01, 

PISTIS.SOUS.02, 

PISTIS.SOUS.03 

UC_03  
Data 
Provid
er 

Define and 
run a 
workflow 
from a GUI 

Support data pipeline Beta 

DAG 
associated to 
workflow 
definition 
instantiated 
and executed 
properly over 
Apache 
Airflow. 

Done PISTIS.SOUS.01, 

PISTIS.SOUS.02, 

PISTIS.SOUS.03 

 

 

2.3.4 FUNCTIONAL REQUIREMENTS 
This section provides the functional requirements of the component. 

ID Description Related Use 
Cases Comments 

FR_01 Provide support to define and execute 
Jobs templates to support data 
pipeline related tasks. 

UC_01  

FR_02 Provide support to orchestrate jobs to 
support data pipelines. 

UC_02  

 

2.3.5 NON-FUNCTIONAL REQUIREMENTS 
The following table presents the non-functional requirements of the component (if any). 

Requirement 
Sub-category Id Description (Detailed description of the requirement) 

Security NFR1 PISTIS ensures that only authorised user can transform datasets.  

Compatibility NFR2 The component must be able to accept the input data in the following 
formats: CSV, TSV, XML, XLSX, JSON and Parquet. 
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2.3.6 COMPONENT ARCHITECTURE 

Figure 12 illustrates the internal architecture of the Job Configurator, which is primarily based 
on the use of Apache Airflow, namely on two directed acyclic graphs, or DAGs: a) Workflow 
DAG (WDAG) and b) Job DAG (JDAG). 

 

 
Figure 12: Job Configurator Architecture 

The workflow execution is carried out via the WDAG, whose internal structure is depicted in 
Figure 13. Like the WDAG, the JDAG oversees carrying out a job or component in the context 
of PISTIS. Figure 13 illustrates the Job Dag's task-based organizational structure.  

Specifically, the internal flow of the WDAG would be as follows: 

1) Get the current Job from the workflow definition, 
2) Resolve the mappings defined over the current job, 
3) Trigger the Job DAG using the current job values,  
4) Finally, if there are jobs pending, return to point 1), otherwise stop the workflow 

execution. 

If we now focus on the Job DAG, its internal flow will be as follows: 

1) Retrieve the data, using the required information from the data source.  
2) Then, invoke the service endpoint specified in the job definition. 
3) Check the storage policy and save the data response from point 2) in the Factory Data 

Storage or Memory as specified. 
4) Return control to Workflow DAG. 
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Figure 13: Workflow and Job DAGs 

Finally, it is important to highlight that any service potentially orchestratable using the Job 
Configurator should satisfy the design principles shown in Figure 14. 

 
Figure 14: Service design principles approach 1 

The chosen by the consortium format for working with data sources at the workflow level in 
the Alpha version of the component was CSV.  
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supplied for the service to run correctly. Figure 16 Figure 16is an example of this using the 
data check-in service. 

In addition to the composition and service instantiation parts, the UI will include a button for 
launching the workflow once it has been defined. 

 
Figure 16: Data Check-In fields  

Lastly, a run_id is supplied at the GUI's bottom to monitor the workflow's execution in real 
time and track its progress as shown in Figure 17. 
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Figure 17: Run id (JC GUI) 

 

Developer Documentation 

The developer documentation for the Job Configurator component may be accessed on the 
official PISTIS project documentation site at the following link: https://docs.pistis-
market.eu/developers/job-configurator/job-configurator  

2.3.9  SOURCE CODE 
The source code developed for the Job Configurator component is currently stored under an 
internal repository in ATOS premises until the license to be applied to it is decided. 

https://docs.pistis-market.eu/developers/job-configurator/job-configurator
https://docs.pistis-market.eu/developers/job-configurator/job-configurator


https://github.com/PISTIS-Platform/platform-frontend
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Figure 18: Analytics Engine Architecture 

 

2.4.7 TECHNOLOGY BACKGROUND 
The main technology used for the Component is MLFLow and PostgreSQL. 

 

2.4.8 GRAPHICAL USER INTERFACE 

This component is powered primarily by MLFlow, which provides a proper GUI for managing 
the different experiments created in order to perform different analytics on the data, by 
means of tracking both artefacts and metrics resultant from these experiments. This tracking 
allows the creation and management of those experiments as well as the visualization of the 
different executions carried out in them, showing all the relevant values identified (and 
tracked) by the end user. This allows to see the evolution of the different outcomes of an 
experiment in accordance with the different inputs generated, offering the end user access to 
all the tracked artefacts that lead to that output. 

Figure 19 shows the main screen of the component for experiment management, where the 
different experiments generated will be listed out. 
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Figure 19: Analytics Engine GUI 

 

2.4.9 DEVELOPER DOCUMENTATION 
Since MLFlow, a third-party technology, forms the basis of the Analytics Engine component, 
the component's documentation is publicly accessible at 
https://mlflow.org/docs/1.30.0/index.html. 

 

2.4.10  SOURCE CODE 
The Analytics Engine component is based on 3rd party technology called MLFlow whose open-
source repository is accessible at https://github.com/jupyterlab/jupyterlab.   

2.5 DATA ENRICHMENT 

2.5.1 COMPONENT DESCRIPTION  
 

The data enrichment component in PISTIS is part of the Data Ingestion and Transformation 
module located within an organization. This component, like the data transformation 
component, enhances available data assets to increase their trading value. Data enrichment 
typically involves harmonizing data using additional sources, combining various formats and 
naming conventions into a standardized format for analysis. The main goal of this module in 
PISTIS is to convert a raw dataset file into a structured dataset that aligns with specific domain 
data models. This process allows users to upload raw datasets as files, transforming them into 
PISTIS datasets for availability in the Marketplace. The module supports the parsing and 
transformation of CSV, TXT, JSON, and XLS files. 

It consists of a frontend and backend: the backend handles file parsing and provides access to 
PISTIS Data Model properties, while the frontend offers an interface for users to view datasets 

https://mlflow.org/docs/1.30.0/index.html
https://github.com/jupyterlab/jupyterlab
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2.5.3 COMPONENT BACKLOG  
This section provides the full set of features that belong to the backlog of the component. 

ID # 
Use Case Backlog 

Priority 
Acceptance 
Criteria 

Status WP1 
User 
Stories As a <Role> I want to <Action>, so that 

<Reason> 

UC_01  Data provider 
Fetch a file I 
uploaded and apply 
a transformation 

A specific 
transformation 
can be 
performed 

Alpha Has access to 
the files 

Done PISTIS.
OUS.0
1 

UC_02  Data provider 

Fetch the data 
models stored in 
PISTIS models 
repository 

Keep an 
updated list of 
data models to 
show to the 
user 

Alpha 
Has access to 
the data 
models 

Done PISTIS.
OUS.0
6 

UC_03  Data provider 
Transform my 
datasets to a data 
model 

The datasets 
follow a 
domain 
specific 
standard 

Alpha Has access to 
the files  

Done PISTIS.
OUS.0
6 

UC_04  Data provider 

Store the 
transformed dataset 
in the Factory Data 
Storage 

The 
transformed 
dataset is 
available in the 
PISTIS platform 

Alpha 

The format is 
supported by 
the Factory 
Data Storage 

Done PISTIS.
OUS.0
1 

UC_05  Data provider 

Automatically 
perform enrichment 
for a new dataset 
using a schema 
stored in the 
Catalogue 

Manual 
mapping to a 
data model 
does not need 
to be 
performed 

Beta 
Schema is 
stored in the 
catalogue 

Done PISTIS.
OUS.0
1 

 

 

2.5.4 FUNCTIONAL REQUIREMENTS 
This section provides the functional requirements of the component. 

ID Description 
Related 

Use 
Cases 

Comments 

FR_01 The Data Enrichment component can access a file that the user 
has uploaded. 

US_01  

FR_02 The Data Enrichment component gives the user access to domain 
specific data models to transform their dataset to.  

US_02  

FR_03 The Data Enrichment component allows the user to assign a data 
model present in the PISTIS Data Models repository to a dataset.  

US_03  

FR_04 The Data Enrichment component allows the user to save the 
transformed dataset into the Factory Data Storage. 

US_04  

 

2.5.5 NON-FUNCTIONAL REQUIREMENTS 
The following table presents the non-functional requirements of the component (if any). 
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Requirement 
Sub-category Id Description (Detailed description of the requirement) 

Performance 
efficiency NFR1 The Data Enrichment component will allow the user to fetch files, assign 

a data model and save the new dataset without causing any delays. 

Compatibility NFR2 The Data Enrichment component can be integrated with the Factory Data 
Storage, Factory Data Catalogue and PISTIS Data Models Repository. 

Reliability NFR3 The Data Enrichment component will allow user the access to the latest 
available data models in the PISTIS Data Models Repository. 

Reliability NFR4 All endpoints of the Data Enrichment component are always functional 
and proper error messages are provided when a request fails. 

Security NFR5 The Data Enrichment component will be secured with the Identity and 
Authorization Manager and Access Policies Manager. 

Portability NFR6 The Data Enrichment component is containerized and can be deployed in 
hardware that supports Docker. 

 

2.5.6 COMPONENT ARCHITECTURE 
 

This section describes the component architecture of the Data Enrichment service. The figure 
below illustrates the various modules within this service and their interactions. The GUI guides 
users through selecting a dataset and an appropriate data model. The backend is developed 
in Python using Flask to provide API endpoints, while SQLite is utilized to cache the dataset as 
the user makes their selection in the frontend. In PISTIS, this service operates through 
integration with the PISTIS Models Repository, Factory Data Catalogue, and Factory Data 
Storage. A Swagger UI is added to the backend to provide detailed API descriptions. 

The GUI of this service is accessible through the distributions in the Factory Data 
Catalogue. The backend service processes the necessary requests for the frontend to 
display a dataset, conduct a live search of the data model properties, and save the 
enriched dataset back to the Factory Data Storage before creating a distribution in the 
Factory Data Catalogue.

 
Figure 20: Data Enrichment Internal Architecture 
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2.5.7 TECHNOLOGY BACKGROUND 
The backend of the data enrichment module consists of a Python Flask App, and an SQLite 
database. The Flask App serves a RESTful API that communicates with the frontend of this 
component. 

The frontend of the data enrichment module is built in Vue.js 3.0., using Pinia as the state 
management framework and bootstrap CSS library.  

 

2.5.8 GRAPHICAL USER INTERFACE 
 

The first page of the Data Enrichment interface prompts the user to confirm the table header 
that will be enriched with properties from the PISTIS data model. After confirming the header, 
the user proceeds to the next page, where they can select specific properties for each column. 
If no table header is available, the user has the option to add a new one. 

 

 
Figure 21: Display the dataset 
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Figure 22: Select the properties of the data model 

 

After confirming the table header, selecting a column reveals a dropdown menu listing all 
properties from the PISTIS data model. Each property includes an information icon that links 
to its corresponding ontology URL. This selection process can be repeated for every column. 
If needed, the user can restart the process using the "Reset values" button. Once all selections 
are made and a distribution name is provided, clicking the "Save and create distribution" 
button stores the dataset in the Factory Data Storage and adds a new distribution entry 
referencing it in the Factory Data Catalogue. 

 

2.5.9 DEVELOPER DOCUMENTATION 
Data Enrichment service is accessible from the distributions in the Factory Data Catalogue UI. 
The developer documentation of this service is available at: https://docs.pistis-
market.eu/developers/factory-data-storage/intro. 

 

2.5.10  SOURCE CODE 
Data Enrichment service consists of a frontend module built in Vue.js and a backend module 
built using Python Flask. The source code of these modules is accessible here: 

1. Data Enrichment Frontend: https://github.com/PISTIS-Platform/data-enrichment-
frontend 

2. Data Enrichment Backend: https://github.com/PISTIS-Platform/data-enrichment-
backend 

 

https://docs.pistis-market.eu/developers/factory-data-storage/intro
https://docs.pistis-market.eu/developers/factory-data-storage/intro
https://github.com/PISTIS-Platform/data-enrichment-frontend
https://github.com/PISTIS-Platform/data-enrichment-frontend
https://github.com/PISTIS-Platform/data-enrichment-backend
https://github.com/PISTIS-Platform/data-enrichment-backend
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ID # 
Use Case Backlog 

Priority 
Acceptance 
Criteria 

Status WP1 
User 
Stories As a <Role> I want to <Action>, so that 

<Reason> 

UC_01  Data 
Consumer 

Check the Quality 
of a particular Data 

I can be sure 
before buying 
a data 

Beta 

Generate 
QA report 
as DQV for 
data 
 

Done PISTIS.
OUS.0
4   

UC_02  Data 
Consumer 

Check the Quality 
of a particular 
Metadata with a 
general schema 
 

I can be sure 
before buying 
a data 
 

Alpha 

Generate 
QA report 
as DQV for 
metadata 

Done PISTIS.
OUS.0
4   

 

UC_03  Data Provider 

Automatically 
check the quality 
of the Data I 
provide 

I know the 
quality of my 
data and can 
get the 
expected 
value 

Beta 

Generate 
QA report 
as DQV for 
data 
 

Done PISTIS.
OUS.0
4   

 

UC_04  Data Provider 
 

Automatically 
check the quality 
of the Metadata I 
provide 
 

I can be sure 
Data 
Consumers 
can find my 
data 
 

Alpha 

Generate 
QA report 
as DQV for 
metadata 

Done PISTIS.
OUS.0
4   

 

UC_05  Data Provider 
Represent the best 
possible quality of 
my data 

I can achieve 
a higher 
valuation 

Beta 
Display QA 
report for 
data 

Done PISTIS.
OUS.0
4   

 

UC_06  Data 
Consumer 

Check the Quality 
of a particular 
Metadata with a 
PISTIS metadata 
schema 
 

I can be sure 
before buying 
a data 
 

Beta 

Generate 
QA report 
as DQV for 
metadata 
using PISTIS 
schema 

Done PISTIS.
OUS.0
4   

 

UC_07  Data 
Consumer 

Request the 
assessment of user 
defined quality 
rules against a 
particular 
published dataset 

I can be sure 
the data 
satisfies my 
use case 
requirements 

Version 
1.0 

Generate 
consumer 
designed 
quality 
assessment 
requests 

Upco
ming 

PISTIS.
OUS.0
4   

 

 

2.6.4 FUNCTIONAL REQUIREMENTS 
This section provides the functional requirements of the component. 

ID Description Related Use 
Cases Comments 

FR_01 The DQA should provide the ability to automatically check 
the Quality of the Metadata. 

US_04, US_06  

FR_02 The DQA should provide the ability to check the Quality of 
the Data after the user defined the structure of it. 

US_05, US_03  

FR_03 The DQA should provide the ability to make the 
assessment results available to interested users. 

US_01, US_02  
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metrics is calculated over the distributions, a percentage of the number of valid distributions 
is shown. 

 

 

Figure 23: Overview of the assessment result for a dataset 
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Then in the following figure the individual result for both of the datasets distributions is 
displayed. Each distribution metadata is validated on its own. 

 
Figure 24: The quality measurement results for a single distribution of this dataset 

The following figure shows the visualization of a data quality assessment run on the content 
of a CSV distribution. Each data quality rule is evaluated individually and then grouped by its 
respective data quality dimension. 
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Figure 25: Example content quality assessment results 

 

2.6.8 COMPONENT ARCHITECTURE 
 

2.6.8.1 Metadata Quality Assessment 

 

Figure 26: Metadata Quality Assessment service internal architecture 

The MQA consists of three main layers, the pipeline layer, the services layer and the UI layer.  
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The pipeline layer is called during Data Check-In and consists of several microservices to assess 
the metadata quality and calculate the score. This result will then be stored as linked data in 
the data factories linked data storage.  

The UI layer is integrated into the data catalogue, so that it is possible to see the quality of 
each dataset in the catalogue. To show this data it will talk to the services layer, which will 
provide a cached version of the result for a more performant access. 

 

2.6.8.2 Data Quality assessment 

 

Figure 27: Data Quality Assessment service internal architecture 

The DQA service will have a similar structure to the MQA. It will also have a pipeline layer to 
calculate the quality of the data after Data Check-In. This will utilize the open-source data 
quality platform great expectations.  

The result will also be integrated into the data catalogue for easier access. 

 

2.6.9 DEVELOPER DOCUMENTATION 
The Data Quality Assessment component documentation is available at the following URL: 
https://docs.pistis-market.eu/developers/data-quality-assessment/data-quality-assessment 

 

 

https://docs.pistis-market.eu/developers/data-quality-assessment/data-quality-assessment


https://github.com/PISTIS-Platform/data-quality-assessor
https://github.com/PISTIS-Platform/metadata-quality-assessment






https://docs.pistis-market.eu/developers/insights-generator/insights-generation
https://github.com/PISTIS-Platform/platform-frontend
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Data providers can customize their data model according to their needs by using 
Shapes Constraint Language (SHACL). 

 

3.1.3 COMPONENT BACKLOG  
This section provides the full set of features that belong to the backlog of the component. 

ID # 
Use Case Backlog 

Priority 
Acceptance 
Criteria 

Status WP1 
User 
Stories As a <Role> I want to <Action>, so that <Reason> 

UC_01  Data 
Provider 

Provide metadata 
for my data 

I can increase my 
data quality Alpha 

CRUD 
operations 
can be done 
to the 
selected 
metadata 

Done 
(delivered in 
alpha) 

PISTIS.O
US.01 

UC_02  Data 
Consumer 

Find the data I need 
by searching in the 
metadata using 
keywords and filters 

I can reach my 
goal Alpha 

Search 
function 
returns the 
most 
relevant 
datasets 

Done 
(delivered in 
alpha) 

PISTIS.O
US.09 

UC_03  Data 
Consumer 

See what is 
available 

I can brainstorm 
new ideas or 
make a reliable 
prototype 

Alpha All datasets 
are listed 

Done 
(delivered in 
alpha) 

PISTIS.O
US.09 

UC_04  Data 
Provider 

Configure custom 
data schema for my 
data 

I can customise 
my data schema 
according to my 
requirement 

Beta 

If needed, 
having a 
customised 
data 
schema is 
possible 

Done PISTIS.O
US.01 

UC_05  Data 
Provider 

See what other 
Data Providers offer 

I know the 
competition/ 
market, if I want 
to make money 
by selling data 

v1.00 

Data from 
all providers 
are listed in 
the PISTIS 
Data 
Catalogue 

Upcoming PISTIS.O
US.09 

UC_06  Data 
Consumer 

Get/buy the data I 
need 

I can start 
working on my 
goal 

v1.00 

The 
required 
information 
to get/buy a 
data is 
presented 

Upcoming PISTIS.O
US.10 

 

3.1.4 FUNCTIONAL REQUIREMENTS 
This section provides the functional requirements of the component. 

ID Description Related Use 
Cases Comments 

FR_01 Create, read, update, delete 
(meta)data. 

US_01, US_04, 
US_06 

 

FR_02 Search metadata and filter the result. US_02, US_03, 
US_05 
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3.1.5 NON-FUNCTIONAL REQUIREMENTS 
The following table presents the non-functional requirements of the component (if any). 

Requirement 
Sub-category Id Description (Detailed description of the requirement) 

Functional 
Suitability NFR1 The Data Catalogue complies with all specified functional requirements. 

Performance 
efficiency NFR2 The Data Catalogue is capable in handling a high volume of metadata 

CRUD operations while maintaining its stability and performance. 

Compatibility NFR3 

The Data Catalogue features a REST API service, which has become the 
standard for software services integration. This means it is compatible 
with all other components capable of sending REST API requests and 
processing the received responses. 

Usability NFR4 
Accompanied by detailed API documentation, it allows users to quickly 
understand all available endpoints. When a request fails, an error 
message is automatically generated to help the users to solve the issues. 

Reliability NFR5 The Data Catalogue consistently gives responses that accurately 
correspond to the given requests. 

Security NFR6 An authentication procedure can be configured in the Data Catalogue to 
enable the catalogue owner to grant access only to authorized users. 

Portability 
NFR7 The Data Catalogue supports containerisation. When needed, it can be 

deployed using container technologies like Docker and orchestrated with 
systems like Kubernetes.  

 

3.1.6 COMPONENT ARCHITECTURE 
Both the Factory and PISTIS Data Catalogues are based on Piveau, an open-source, Java-based 
data management solution. The data management solution is represented by piveau-hub in 
Figure 30. 

The Data Catalogue (piveau-hub) primarily consist of two main services: the repository service, 
which manages RDF metadata in accordance with the DCAT-AP standards, and the search 
service, which allows users to efficiently find the metadata they need. When a metadata is 
added, it is initially processed by the repository service and stored in a Triplestore database, 
Virtuoso. After that, the repository service converts the metadata into JSON format and 
transfers it to the search service, enabling it to be indexed, stored, and managed within 
Elasticsearch. 

The repository and search services each have a dedicated API that can be utilized by any PISTIS 
component capable of sending REST API requests and processing the responses. 
Consequently, these APIs are essential for facilitating integration with other PISTIS 
components. Additionally, a frontend is provided to facilitate user interaction with the Data 
Catalogues.  

The Factory and PISTIS Data Catalogue are kept in sync through the Asset Description Bundler 
component, which operates independently from the core Data Catalogue component and is 
not part of the Data Catalogue. Another component that interacts with the Factory Data 
Catalogue is the Organisational Metadata and Data Provider and Consumer component. 
Meanwhile, the PISTIS Data Catalogue interacts with PISTIS IAM, Data Model Repository, and 



https://doc.piveau.io/
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To help users quickly find the datasets they need, Piveau integrates a high-performance search 
service based on Elasticsearch. Furthermore, Piveau comes with a user-friendly interface, 
developed with JavaScript and Vue.js, that simplifies metadata browsing and discovery.  

Piveau is already prepared to be integrated with Keycloak for access control and can be 
deployed out-of-the-box on cloud infrastructures, like Kubernetes. 

 

3.1.8 GRAPHICAL USER INTERFACE 
Figure 31 displays a Data Catalogue listing all datasets, with filtering options on the left-hand 
side to help users in narrowing the list. Users can filter the dataset list or search result, if 
needed, based on specific criteria or metrics such as data publisher, data format, relevant 
keywords or metadata quality. 

 
Figure 31: A list of datasets with filters on the left-side 
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Figure 32 shows the dataset detail page in a Factory Catalogue, where data asset owners can 
track dataset lineage and assess its quality. This page is also the entry point to publish a data 
asset to the PISTIS Data Catalogue. For each distribution, data asset owners can enrich and 
anonymize the data as needed. 

 
Figure 32: Presentation of a dataset and its associated metadata 

Figure 33 displays the dataset detail page in the PISTIS Dataset Catalogue, serving as the entry 
point for data consumers to purchase a data asset or provide feedback. 
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Figure 33: Dataset detail page in the PISTIS Dataset Catalogue 

 

3.1.9 DEVELOPER DOCUMENTATION 
Documentation and guides are available at https://docs.pistis-market.eu/developers/factory-
catalogue/introduction. They provide support for implementation and integration with other 
components. Key topics covered include entity creation and distribution management. 

 

3.1.10  SOURCE CODE 
The data catalogues (Factory and Cloud) are built using the open source solution piveau-hub7. 
A list of used services can be found in the corresponding GitHub repository8.  Hub-repo acts 
as a middleware and abstraction layer to interact with the Triplestore. It offers a RESTful 
interface, supporting the major RDF serializations (Turtle, JSON-LD, N-Triples, RDF/XML, 

                                                      
7 https://gitlab.com/piveau/hub 

8 https://github.com/PISTIS-Platform/pistis-catalog-backend 

 

https://docs.pistis-market.eu/developers/factory-catalogue/introduction
https://docs.pistis-market.eu/developers/factory-catalogue/introduction
https://gitlab.com/piveau/hub
https://github.com/PISTIS-Platform/pistis-catalog-backend


https://github.com/PISTIS-Platform/pistis-catalog-ui








https://docs.pistis-market.eu/developers/factory-data-storage/intro
https://docs.pistis-market.eu/developers/factory-data-storage/intro
https://github.com/PISTIS-Platform/factory-data-storage
https://github.com/PISTIS-Platform/factory-data-storage
https://develop.pistis-market.eu/srv/factory-data-storage/
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4.1.3 COMPONENT BACKLOG  
This section provides the full set of features that belong to the backlog of the component. 

ID # 
Use Case Backlog 

Priority 
Acceptance 
Criteria 

Status WP1 
User 
Stories As a <Role> I want to <Action>, so that 

<Reason> 

UC_01  User To search for 
dataset 

I can discover 
datasets based 
on stored data 

Alpha 

The user can 
perform 
queries using 
an API 

Done PISTIS.
OUS.9 

UC_02  Distributed 
Query backend 

Create forwarding 
service  

To forward the 
metadata 
queries to the 
Data Catalogue 

Alpha 

Metadata 
queries are 
automatically 
sent to the 
Data 
Catalogue 

Done PISTIS.
OUS.9 

UC_03  LSH Create an LSH 
service 

Datasets are 
indexed for 
enabling quick 
NN queries 

Alpha 

Datasets can 
be indexed 
and retrieved 
by making 
API calls 

Done PISTIS.
OUS.9 

UC_04  ReRanker Create 
Merger/ReRanker 

The results 
returned by 
the Data 
Catalogue and 
the LSH service 
are unified 

Alpha 

A unified list 
of results 
that match 
both types of 
searching is 
returned 

Done PISTIS.
OUS.9 

UC_05  ReRanker Create ReRanking 
training service 

To fit a model 
that will help 
predict a more 
accurate 
ranking of the 
results 

Beta 

The list of 
US_4 is 
sorted based 
on relevance 

Done PISTIS.
OUS.9 

UC_06  User To search for 
dataset using GUI 

I can discover 
datasets based 
on stored data 
in a user-
friendly 
manner  

Beta 

The user can 
perform 
queries and 
browse 
results using 
a GUI 

Done PISTIS.
OUS.9 

 

 

4.1.4 FUNCTIONAL REQUIREMENTS 
This section provides the functional requirements of the component. 

ID Description Related 
Use Cases Comments 

FR_01 The users of the PISTIS platform must be able to search for 
datasets based on their contents. 

US_01, 
US_03, 
US_06 

 

FR_02 The component should support queries with text or binary data. US_03  
FR_03 The component should support queries over streaming data. US_03  
FR_04 The PISTIS platform will have a unified UI for searching datasets 

based both on data and metadata (see PISTIS Data Catalogue). 
US_01, 
US_02, 
US_03, 
US_04, 

 







https://docs.pistis-market.eu/developers/distributed-query/distributed-query
https://github.com/PISTIS-Platform/distributed-query
https://github.com/PISTIS-Platform/distributed-query










https://docs.pistis-market.eu/developers/connector/connector
https://github.com/PISTIS-Platform/components-monorepo
https://github.com/PISTIS-Platform/cloud-ui
https://github.com/PISTIS-Platform/platform-frontend






101093016 - PISTIS - HORIZON-CL4-2022-DATA-01-04 
 

D2.3 - Data Management and Protection services - Beta version Page 83 of 144 
 

ID Description Related Use 
Cases Comments 

FR_01 Smart Contract Checker supports 
checking potential violations of a 
smart contract. 

UC_1, UC_2, 
UC_3, UC_4, UC_5 

These could be on 
the GDPR 
compliance, on the 
smart contract 
business logic, on the 
monetary values 
needed for the 
transaction etc. 

 

 

5.2.5 NON-FUNCTIONAL REQUIREMENTS 
The following table presents the non-functional requirements of the component (if any). 

Requirement 
Sub-category Id Description (Detailed description of the requirement) 

Performance 
efficiency NFR1 Smart Contract check should be performed in efficient way. 

Reliability NFR2 Smart Contract check result should be a reliable report. 
Security NFR3 Only authorised components can trigger smart contract checks. 

 

5.2.6 COMPONENT ARCHITECTURE 
The Smart Contract Checker tool is designed to validate the integrity and compliance of smart 
contracts through a two-step analysis process. It begins with the 'Authenticity Check' module 
that verifies the originality and correctness of the contract code against predefined standards. 
Following this, the 'Violations Check' module scans for any breaches of contractual or 
regulatory rules embedded within the contract logic. The results from these modules are 
compiled into the 'Smart Contract Checker Result', which details the status of the contract in 
terms of both authenticity and legal compliance. This systematic approach helps ensure that 
smart contracts are both genuine and adhere to all applicable laws and regulations. 
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Figure 39: Smart Contract Checker High Level Architecture 

 

5.2.7 TECHNOLOGY BACKGROUND 
The Smart Contract Checker component utilizes modern web technologies to provide 
compliance solutions in order to filter the provided Smart Contract under a set of rules. At its 
core, the system is developed using Node.js and the application logic and compliance rules 
are implemented in TypeScript. 

For its interfacing with other components and external clients, the Smart Contract Checker 
exposes RESTful APIs. These APIs allow for a standardized way of communicating with other 
parts of the system, facilitating requests for data validation, retrieval of compliance reports, 
and submission of privacy policies for analysis. 

 

5.2.8 GRAPHICAL USER INTERFACE 
This is a backend component, and therefore no UI is available. 

 

5.2.9 DEVELOPER DOCUMENTATION 

The developer documentation for the Smart Contract Checker component may be accessed 
on the official PISTIS project documentation site at the following link: https://docs.pistis-
market.eu/developers/smart-contract-checker/smart-contract-checker 
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5.2.10 SOURCE CODE 
The source code of the Smart Contract Checker (SCC) component is maintained in a private 
GitHub repository under the PISTIS project, accessible only to the PISTIS consortium and the 
reviewers at  

https://github.com/PISTIS-Platform/besu_ledger-scee-scc-gdpr-checker/tree/main/node-
server/src/checkers/smartContractChecker   

While the SCC is conceptually distinct, it is technically integrated within the same Node.js 
server as the Smart Contract Execution Engine (SCEE) and the GDPR Checker, all hosted in the 
same repository. Additionally, the repository includes the Data Ledger implementation, 
developed using the Hyperledger Besu Quorum framework, providing a unified solution for 
these interconnected components. The attached link leads to the SCC's implementation logic 
within this comprehensive repository. 

  

https://github.com/PISTIS-Platform/besu_ledger-scee-scc-gdpr-checker/tree/main/node-server/src/checkers/smartContractChecker
https://github.com/PISTIS-Platform/besu_ledger-scee-scc-gdpr-checker/tree/main/node-server/src/checkers/smartContractChecker
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6.1.2 MAIN IMPROVEMENTS IN BETA VERSION 
In this version, the PISTIS Models Repository also offers to the PISTIS Platform Administrators 
the option to download or delete a model from the repository.  

6.1.3 COMPONENT BACKLOG  
This section provides the full set of features that belong to the backlog of the component. 

ID # 
Use Case Backlog 

Priority 
Acceptance 
Criteria 

Status WP1 
User 
Stories As a <Role> I want to <Action>, so that 

<Reason> 

UC_01  PISTIS Platform 
administrator 

view all the content 
available in the 
PISTIS models repo   

I am aware of 
the available 
models and 
artefacts  

Alpha 

Display all 
contents 
(models, 

artefacts) of 
the repo 

 
 

Done 

PISTIS.
SOUS.

02 

UC_02  PISTIS Platform 
administrator 

upload an artefact in 
the repo 

it can become 
available to the 
other 
components 

Alpha 

Uploaded 
artefact 

visible in the 
PISTIS 

Repository 

 
Done 

PISTIS.
SOUS.

02 

UC_03  PISTIS Platform 
administrator 

edit the description 
and metadata of an 
artefact in the repo 

other viewers 
can 
understand 
more about it. 

Alpha 

Display new 
model 

description 
and 

metadata 

 
 

Done 

PISTIS.
SOUS.

02 

UC_04  Data Factory 
Component 

get a view of the 
repositories 
contents via API 

I can see what 
is inside 

 
Alpha 

APIs 
available 

 
Done 

PISTIS.
SOUS.

02 

UC_05  Data Factory 
Component 

be able to get a 
specific model 

I can use it 
internally 

 
Alpha 

Model File 
downloaded/

saved 

 
Done 

PISTIS.
SOUS.

02 

UC_06  PISTIS Platform 
administrator 

add a new version of 
a model I keep version  

Alpha 

New version 
of the model 

added 

 
Done 

PISTIS.
SOUS.

02 

UC_07  PISTIS Platform 
administrator 

select an artefact of 
the repo 

I can download 
it 

 
Beta 

artefact 
downloaded/

saved 

 
Done 

PISTIS.
SOUS.

02 

UC_08  PISTIS Platform 
administrator 

select multiple 
artefacts of the repo 

I can download 
them V1.00 

Selected 
artefact 

downloaded/
saved 

Upcom
ing 

PISTIS.
SOUS.

02 

UC_09  PISTIS Platform 
administrator 

select an artefact of 
the repo I can delete it Beta 

Selected 
artefact 
deleted 

Done 

PISTIS.
SOUS.

02 

UC_10  PISTIS Platform 
administrator 

select multiple 
artefacts of the repo 

I can delete 
them V1.00 

Selected 
artefacts 
deleted 

Upcom
ing 

PISTIS.
SOUS.

02 

UC_11  PISTIS Platform 
administrator 

Remove selected 
artefacts of the repo 

They are no 
longer part of 
the repository 

V1.00 
Selected 
artefacts 
deleted 

Upcom
ing 

PISTIS.
SOUS.

02 
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Figure 40: PISTIS Model Repository Internal Architecture 

 

6.1.7 TECHNOLOGY BACKGROUND 
The PISTIS Models Repository will offer a frontend service, developed in Nuxt.js and Vue.js, 
delivering the UI where the PISTIS data model Administrator will be able to generate, upload 
edit and manage the PISTIS data models.  
For the backend services of this component and regarding the data, and the Monetisation AI 
models, Nest.js will be exploited, while intra-component communication will be facilitated 
with Rest APIs. 
For the Metadata Model repository, the technology stack to be used includes SHACL, OWL, 
SKOS, DCAT-AP for Data Spaces, as well as Custom SHACL Extensions. 
 

6.1.8 GRAPHICAL USER INTERFACE 
The PISTIS Models Repository enables the PISTIS Administrator to view the list of the models 
residing in the repository as shown below. 







https://docs.pistis-market.eu/developers/models-repository/models-repository
https://github.com/PISTIS-Platform/components-monorepo
https://github.com/PISTIS-Platform/cloud-ui
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a collection of functions related to an ML model's life cycle and, via an internal proxy, connects 
to the MinIO backend. 

 
Figure 45: ML Model Repo Architecture  

 

6.2.7 TECHNOLOGY BACKGROUND 
The main technology used for the Component is MinIO integrated with MLFLow.  

 

6.2.8 GRAPHICAL USER INTERFACE 

The ML Model Repository's UI will not involve GUI development. The MinIO Console is 
intended to be used as a result of the MinIO technology stack being used. Consequently, MinIO 
Console will serve as the GUI for our component, assisting with administration tasks such as 
Identity and Access Management, Metrics and Log Monitoring, and server configuration. The 
MinIO Console is incorporated in the MinIO Server, which is part of the ML Model Repository 
component. A screenshot of MinIO Console is shown in Figure 46. 



https://mlflow.org/docs/1.30.0/index.html
https://min.io/docs/kes
https://github.com/minio/minio
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ID Description Related Use 
Cases Comments 

FR_01 Create, edit, and sharing 
computational AI models. 

UC1, UC2, UC3, 
UC4 and UC5 

 

 

6.3.5 NON-FUNCTIONAL REQUIREMENTS 
There are no non-functional requirements at the moment. 

6.3.6 COMPONENT ARCHITECTURE 

Regarding the ML Model Editor component, reusing current open-source technologies is the 
preferred approach over developing the component itself. Since Jupyter Lab was the 
technology chosen in this instance, Figure 47, which displays the many architectural layouts 
of the essential components of the Jupyter ecosystem, can be used as a point of reference. 

 
Figure 47: AI Model Editor Architecture10  

 

                                                      
10 https://docs.jupyter.org/en/latest/projects/architecture/content-architecture.html 
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6.3.7 TECHNOLOGY BACKGROUND 
The main technology used for the Component is Jupyter Notebook.  

 

6.3.8 GRAPHICAL USER INTERFACE 

In the case of the ML Model Editor component, the development of a UI itself is not 
contemplated but rather the use of GUI associated with the technology used for said 
component, which is Jupyter Lab. 

The Jupyter Lab interface consists of a primary work area with tabs for documents and 
activities, a collapsible left sidebar, and a menu bar. The left sidebar includes a file browser, a 
list of running kernels and terminals, the command palette, the notebook cell tools inspector, 
and a list of tabs. 

A screenshot of Jupyter Lab UI is shown in Figure 48. 

 
Figure 48: Jupyter Lab UI. 

 

6.3.9 DEVELOPER DOCUMENTATION 
The documentation for the ML Model Editor component is publicly available at 
https://jupyterlab.readthedocs.io/en/latest since it is based on the third-party technology 
Jupyter Lab. 

 

 

https://jupyterlab.readthedocs.io/en/latest


https://github.com/jupyterlab/jupyterlab
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7.1.2 MAIN IMPROVEMENTS IN BETA VERSION 
 

Synthetic Data Generator 

The synthetic data generator is a module that produces artificial datasets designed to replicate 
the statistical properties and structural patterns of real-world data. It uses advanced 
techniques, powered by deep learning, to create data that is not linked to any actual 
individuals but still mirrors the complexity and variability of authentic datasets. This approach 
is particularly valuable for overcoming challenges related to data scarcity, privacy, and 
regulatory constraints, allowing organizations to generate large-scale, customised datasets on 
demand for analytics, software testing, and machine learning applications. Because synthetic 
data is not derived from real individuals, it can be freely shared and used in environments 
where the use of genuine personal data would be restricted or require significant compliance 
efforts. 

The benefits of synthetic data generation go beyond privacy. Synthetic data can be tailored to 
address specific needs, such as balancing underrepresented classes in a dataset or removing 
biases present in the original data. This flexibility enables data scientists and organizations to 
accelerate development cycles, reduce costs, and enhance the performance of AI models by 
providing more diverse and representative training data. Furthermore, synthetic data serves 
as a safe and fully anonymous alternative to real data, making it a powerful tool for industries 
with strict privacy requirements, such as healthcare, finance, and telecommunications 

Risk of Reidentification 

The risk of re-identification module refers to the possibility that anonymised or de-identified 
data could be matched with external information to reveal the identity of individuals whose 
data was meant to remain confidential. This risk arises because even after direct identifiers 
(like names or social security numbers) are removed, unique combinations of quasi-identifiers 
(such as age, gender, and ZIP code) can still make it possible to single out individuals, especially 
when auxiliary datasets are available for cross-referencing. Advances in data analytics and the 
proliferation of publicly available data have made re-identification increasingly feasible, 
challenging traditional anonymisation methods and raising concerns about the true 
effectiveness of data de-identification. 

The consequences of re-identification are significant for both individuals and organizations. If 
re-identification occurs, it can lead to privacy violations, regulatory penalties under laws like 
GDPR and HIPAA, and a loss of trust among customers or patients. Organizations may also 
suffer reputational damage and face public backlash if they are found to have inadequately 
protected sensitive information. As a result, robust risk assessment and mitigation strategies 
are essential components of any data anonymisation process, ensuring that the likelihood of 
re-identification is minimized before data is shared or analysed. 
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7.1.3 COMPONENT BACKLOG  
This section provides the full set of features that belong to the backlog of the component. 

ID # 
Use Case Backlog 

Priority 
Acceptance 
Criteria 

Status 

As a <Role> I want to <Action>, so that 
<Reason> 

UC_01  Data Provider apply anonymisation 
to my data 

personal 
information can 
be hidden 

Alpha 

Data Provider 
is able to hide 
Personally 
Identifiable 
Information 
(PII) from the 
Data Seeker 

Done 

UC_02  Data Provider create a fake ID 
to hide my real 
ID that my data 
belongs to 

Alpha 

Data Provider 
is able to 
generate a 
Pseudo 
Identity to 
hide their real 
identity  

Done 

UC_03  Data Provider 
be able to select a 
pre-set 
anonymisation level 

I can anonymise 
data using a 
specific 
approach 

Alpha 

Data Provider 
is able to 
select the 
anonymisatio
n approach 
they wish to 
apply to the 
dataset 

Done 

UC_04  Data Provider 

Be able to have more 
granular control over 
the anonymisation 
configuration 

I have flexibility 
over how my 
data is shared 

Alpha 

Data Provider 
is able to 
control the 
settings 
within an 
anonymisatio
n pre-set 

Done 

UC_05  Data Provider 

Generate Synthetic 
Data with same 
properties as my data 
 

It is harder to 
attribute the 
data back to me 

Beta 

Data Provider 
is able to 
create an 
equivalent 
synthetic 
dataset that 
has the same 
mathematical 
and statistical 
properties as 
the original 
real dataset 

Done  

 

 

7.1.4 FUNCTIONAL REQUIREMENTS 
This section provides the functional requirements of the component. 

ID Description Related Use 
Cases Comments 

FR_01 Allow the user to select what data columns they want to 
anonymise. 

PISTIS.OUS.03   
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FR_02 Allow the user to customise what anonymisation level they 
wish to apply to their data. 

PISTIS.OUS.03  

FR_03 Present a preview of the result of the users selected 
anonymisation configuration. 

PISTIS.OUS.03   

FR_04 Remove Personally Identifiable Information (PII) or other 
sensitive data. 

PISTIS.OUS.03   

FR_05 Obfuscate PII or other sensitive data. PISTIS.OUS.03   
FR_06 Obfuscate Location Data PISTIS.OUS.03   
FR_07 Data Swapping PISTIS.OUS.03  
FR_08 Inject random statistical noise into statistical and 

machine-learning analyses carried out over the data. 
PISTIS.OUS.03  

FR_09 Present a preview of an anonymised dataset. PISTIS.OUS.03  
 

7.1.5 NON-FUNCTIONAL REQUIREMENTS 
The following table presents the non-functional requirements of the component (if any). 

Requirement 
Sub-category Id Description (Detailed description of the requirement) 

Functional 
Suitability NFR1 

effectively anonymises user data, obscuring identifiable information 
such as IP addresses, geographic location, and other personally 
identifiable information (PII). 

Performance 
efficiency NFR2 

The anonymizer should provide acceptable performance levels, 
including minimal latency and high throughput, to ensure a smooth user 
experience. Performance requirements may vary depending on factors 
such as the number of users, the volume of traffic, and the complexity 
of anonymization algorithms. 

Scalability NFR3 

The anonymizer should be able to scale horizontally or vertically to 
accommodate increasing user demand and traffic volume without 
compromising performance or availability. This may involve deploying 
additional resources dynamically or optimizing resource utilization 

Availability NFR4 should be highly available, with minimal downtime or service 
interruptions, to ensure continuous access for users 

Reliability NFR5 

The anonymizer should be reliable and dependable, consistently 
delivering accurate anonymization results and maintaining data 
integrity. This includes error handling mechanisms, data validation 
checks, and proactive monitoring to detect and address potential issues. 

Security NFR6 employ robust security measures to protect user data from 
unauthorised access, interception, or tampering 

Compliance 

NFR7 The anonymizer should comply with relevant legal and regulatory 
requirements governing data privacy, security, and anonymity. This may 
include compliance with regulations such as GDPR, CCPA, HIPAA, and 
industry-specific standards for data protection. 

Usability NFR8 The anonymizer should be user-friendly and easy to use, with intuitive 
interfaces and clear documentation. Users should be able to configure 
anonymization settings, monitor system status, and access support 
resources conveniently. 
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7.1.7 TECHNOLOGY BACKGROUND 
The anonymiser consists of a few modularized components. The k-Anonymity provided by the 
anonymiser will be supported by a dockerized java application using a Spring Boot API. The 
rest of the anonymisation functionality (deletion, data masking, location anonymisation, 
differential privacy and pseudonymization) will be supported by a dockerized python 
application with a Flask API as an interface. These two components will use APIs to 
communicate internally while a third outward facing Flask API with a uWSGI server provides 
accessibility to all anonymisation functions from a single API. 
  

7.1.7.1 Anonymiser Technical Details 
  
K-Anonymity 
The main functionality of the anonymiser is handled by the ARX data anonymisation java 
library. The anonymiser uses a k-Anonymity algorithm from the ARX library to remove 
identifying attributes from a dataset based on parameters provided by the user. This is 
supported by Jackson to convert the dataset and dataset structure to a format that is readable 
by ARX. 

The API functionality is supported by Spring Boot. This is responsible for deploying the 
application on port 8080 of the localhost and exposing the API methods for external use. 

  
Deletion 
Based on user selection the anonymiser will delete columns and/or rows containing personally 
identifiable information and/or sensitive data within a dataset. 
  
Data Masking 
The Pandas Python Library provides a basic data masking capability. It can be used to 
obfuscate data by targeting either whole columns or using conditional statements to isolate 
target values. To increase the variety of masking capabilities we use msticpy to provide 
hashing functions that we can apply to data while preserving syntax. For example, we may 
want to provide a hash of an email while preserving its syntax. Msticpy provides syntax 
preserving hashing for the following formats: string with delimiters; both IPv4 and IPv6 
addresses; Several string ID formats such as SID and GUID; Account names while ignoring 
system names such as root and NT AUTHORITY/SYSTEM; and more. These functions are used 
both on a single data item or entire DataFrames. These functions are only intended to mask 
data. No real attempt is made to preserve the syntax and meaning of the output.  

  
Pseudonymisation 
This will be supported through the use of the open-source python package called Faker. It is a 
package that generates fake data by selecting random entries in a database of values based 
on the category. Faker has a variety of categories such as names, addresses, phone numbers, 
dates/time, emails, etc. 
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By creating an instance of the faker generator and selecting a category a pseudonym 
correlating to that category will be generated and returned for use in the dataset. Below is an 
example of its use (code in black, results in blue). 

from faker import Faker 
fake = Faker() 
  
fake.name() 
'Lucy Cechtelar' 
  
fake.address() 
'426 Jordy Lodge, Cartwrightshire, SC 88120-6700' 
  
fake.text() 
'Sint velit eveniet. Rerum atque repellat voluptatem quia rerum. Numquam 
excepturi beatae sint laudantium consequatur. Magni occaecati itaque sint 
et sit tempore. Nesciunt amet quidem. Iusto deleniti cum autem ad quia 
aperiam. A consectetur quos aliquam. In iste aliquid et aut similique 
suscipit. Consequatur qui quaerat iste minus hic expedita. Consequuntur 
error magni et laboriosam. Aut aspernatur voluptatem sit aliquam. Dolores 
voluptatum est. Aut molestias et maxime. Fugit autem facilis quos vero. 
Eius quibusdam possimus est. Ea quaerat et quisquam. Deleniti sunt quam. 
Adipisci consequatur id in occaecati. Et sint et. Ut ducimus quod nemo ab 
voluptatum.' 
  
Faker Optimisations 
The Faker constructor takes a performance-related argument called use_weighting. It 
specifies whether to attempt to have the frequency of values match real-world frequencies 
(e.g. the English name Gary would be much more frequent than the name Lorimer). If 
use_weighting is False, then all items have an equal chance of being selected, and the 
selection process is much faster. The default is True. 

 

7.1.7.2 Anonymiser Location API Technical Details 
The location handler is a python-based component responsible for the anonymisation of any 
columns containing latitude and longitude data. It uses a combination of pandas, numpy and 
Conditional Tabular Generative Adversarial Networks (CTGAN) from the sdv library to deliver 
location anonymisation. To provide an internal API to pass data between the Anonymiser it 
uses Flask to implement an API. 

CTGAN is a Generative Adversarial Networks (GAN) based model used to model tabular data 
distribution and sample rows from the distribution. Its primary focus is generating synthetic 
data that maintains the trends of the original data whilst removing identifiable features of the 
original. 

GAN algorithms are algorithms typically used for generating synthetic data particularly in 
video, voice, and image generation. The algorithm works by initialising two separate networks, 
one called the generator and one called the discriminator. The generator is fed a random input 
and generates synthetic data based on this input. The discriminator is fed real data and 
determines whether the synthetic data generated by the generator is fake or real. Based on 
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Figure 51: Anonymiser Obfuscation Utilities 

 

The figure above shows the data preview and the suggested obfuscation settings based on 
what the anonymisation detects to be sensitive attributes. The user can change the 
obfuscation settings if they wish to diverge from the suggested settings. 

 
Figure 52: Obfuscation Anonymiser Preview 

In the figure above the user sees a preview of the anonymised dataset once they have selected 
the obfuscation settings and decide to review the resulting transformation to the dataset. 
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Figure 53: Anonymiser K-Anonymity 

The figure above shows the screen for K-Anonymity and the user is shown the sensitivity 
settings again for each attribute. They can then select to see possible anonymisation solutions 

 
Figure 54: Anonymiser K-Anonymity Solutions  

In the figure above the possible anonymisation solutions are shown and in the figure below 
the user sees a preview of a dataset once a specific solution from the ones shown above is 
selected.  





https://docs.pistis-market.eu/developers/anonymiser/anonymiser
https://github.com/PISTIS-Platform/Anonymiser
https://github.com/PISTIS-Platform/Anonymiser/tree/deployment
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7.2.3 COMPONENT BACKLOG  
This section provides the full set of features that belong to the backlog of the component. 

ID # 
Use Case Backlog 

Priority 
Acceptance 
Criteria Status 

WP1 
User 

Stories As a <Role> I want to 
<Action>, so that <Reason> 

UC_01  

Data 
Consumer/ 
Data 
Provider 

Explore the 
version 
history of a 
dataset. 

I get an overview of 
the operations 
performed on it/I can 
see how my dataset 
performs (is being 
used). 

Alpha 
(Backend) 
Beta (UI) 

Data Consumer 
can view all 
versions of a 
dataset and all 
CRUD 
operations 
performed on 
it. 

Done  

PISTIS.
OUS. 

07 

UC_02  Data 
Provider 

Access 
previous 
version(s) of 
a dataset. 

I can use the specific 
version, which suits 
my needs for further 
purposes. 

Alpha 
(Backend) 
Beta (UI) 

Data Provider 
can access all 
versions of a 
dataset. 

Done  

PISTIS.
OUS. 

08 

UC_03  Data 
Consumer 

Verify who 
is  
modifying 
my dataset. 

I have visibility over 
who is modifying my 
data. 

Alpha 
(Backend) 
Beta (UI) 

Data Provider 
can view all 
Data Consumer 
accessing 
dataset. 

Done 
 

PISTIS.
OUS. 

08 

 

7.2.4 FUNCTIONAL REQUIREMENTS 
This section provides the functional requirements of the component. 

ID Description Related Use 
Cases Comments 

FR_01 Document (via API) and on request provide (via API and UI) 
the information that a new dataset was checked in. 

PISTIS.OUS.01  

FR_02 Document (via API) and on request provide (via API and UI) 
the information that a dataset was modified. 

PISTIS.OUS.03  

FR_03 Provide data lineage information to contribute to the 
quality assessment of a dataset. 

PISTIS.OUS.04  

FR_04 Provide data lineage information to the data valuation 
service (via API).  

PISTIS.OUS.07  

FR_05 Provide data lineage information to the analytics engine 
(via API). 

PISTIS.OUS.08  

 

7.2.5 NON-FUNCTIONAL REQUIREMENTS 
The following table presents the non-functional requirements of the component (if any). 

Requirement 
Sub-category Id Description (Detailed description of the requirement) 

Functional 
Suitability NFR1 The Lineage Tracker adheres to all functional requirements. 

Performance 
efficiency NFR2 The Lineage Tracker stores and retrieves lineage information, 

maintaining high throughput and low latency in data processing. 









https://docs.pistis-market.eu/developers/lineage-tracker/introduction
https://docs.pistis-market.eu/developers/lineage-tracker/introduction
https://github.com/PISTIS-Platform/lineage-tracker
https://develop.pistis-market.eu/srv/lineage-tracker
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compliance. 
FR_03 If dataset is not GDPR compliant 

potential mitigation measures in 
the form of suggestions will be 
provided to the user. 

UC_1, UC_2 The user will be notified with 
potential GDPR warnings in order to 
take action. 

 

7.3.5 NON-FUNCTIONAL REQUIREMENTS 
The following table presents the non-functional requirements of the component (if any). 

Requirement 
Sub-category Id Description (Detailed description of the requirement) 

Performance 
efficiency NFR1 GDPR compliance check should be performed in efficient way. 

Usability NFR2 Authorized entities should easily check GDPR compliance through the 
Public Ledger stored certificate. 

Reliability NFR3 Compliance results should be reliable and displayed only to authorised 
entities. 

Security NFR4 Only authorized entities should check GDPR report and it should be 
stored in a way this could not be altered. 

 

 

7.3.6 COMPONENT ARCHITECTURE 

The GDPR Checker verifies GDPR compliance through a clear process. It first identifies sensitive 
data and relevant privacy policies in the dataset using two dedicated modules. These results 
feed into the GDPR Check module, which evaluates if the dataset meets standards of the 
applied rules. The component then outputs potential GDPR Warnings and recommendations 
for the user to take action. 

 
Figure 60: GDPR Checker High Level Architecture 

 



https://github.com/PISTIS-Platform/besu_ledger-scee-scc-gdpr-checker/tree/main/node-server/src/checkers/GDPRChecker
https://github.com/PISTIS-Platform/besu_ledger-scee-scc-gdpr-checker/tree/main/node-server/src/checkers/GDPRChecker
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7.4 SEARCHABLE ENCRYPTION 

7.4.1 COMPONENT DESCRIPTION  

The Searchable Encryption component is designed to provide secure and privacy-preserving 
search capabilities within the PISTIS platform. It enables authorized users to perform searches 
over encrypted data without exposing the actual data content but only to authenticated 
buyers featuring the necessary set of attributes (e.g. a buyer who has the necessary tokens in 
their wallet or a buyer who has signed a contract for this type of data). 

This component supports two main types of queries: 1) queries over metadata (keywords) 
associated to encrypted pointers that interpoint to the encrypted datasets (metadata based 
Searchable Encryption) and 2) more granular queries over specific data fields (rows, columns) 
comprising tabular datasets. The latter also leverages metadata based Searchable Encryption 
capabilities, where metadata are keywords associated to the data fields of interest. The 
metadata queries allow efficient filtering and discovery of relevant datasets, while the second 
modality enables more granular, content-based searches within encrypted datasets using 
advanced cryptographic techniques. 

By combining these two querying methods, the Searchable Encryption component balances 
usability and security, allowing users to find and access data assets they are authorized for 
without compromising data privacy. The component integrates with PISTIS identity and access 
management systems to ensure that only authenticated and authorized users can perform 
searches, maintaining strict control over data access. 

 

7.4.2 MAIN IMPROVEMENTS IN BETA VERSION 
The Searchable Encryption component is introduced for the first time in the Beta version of 
the PISTIS platform. It provides a novel capability to perform secure, privacy-preserving 
searches over encrypted datasets and their metadata. 

 

7.4.3 COMPONENT BACKLOG  
This section provides the full set of features that belong to the backlog of the component. 

ID # 
Use Case Backlog 

Priority 
Acceptance 
Criteria 

Status WP1 User 
Stories 

As a <Role> I want to <Action>, so that 
<Reason> 

US_01  Data 
Consumer 

search datasets based 
on specific keywords 

I can buy 
them Beta Search 

results 
Done PISTIS.OUS.9 

US_02  Data 
Provider 

hide actual type of 
data 

I can protect 
my privacy   Beta Search 

results 
Done PISTIS.OUS.9 

US_03  Data 
provider 

only users with 
specific attributes to 
search my data 

I can protect 
my privacy   Beta Search 

results 

Done PISTIS.OUS.9 

US_04  Data 
Provider 

to dynamically update 
the encrypted 
keyword 

the keyword 
to be more 
accurate upon 

 Beta Search 
results 

Done PISTIS.OUS.9 
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changes 

US_05  
PISTIS 
Administrat
or 

be sure that only 
authorised PISTIS user 
can search and buy 
datasets 

confidentiality 
and 
authenticatio
n 
requirements 
are met 

 Beta Search 
results 

Done PISTIS.OUS.9
& 
PISTIS.SOUS.0
1 

US_06  
PISTIS 
Administrat
or 

be sure that a 
reasonable number of 
queries per user will 
be done 

the PISTIS 
platform to 
be efficient 

 Beta Search 
results 

Done PISTIS.OUS.9
& 
PISTIS.SOUS.0
1 

 

7.4.4 FUNCTIONAL REQUIREMENTS 
This section provides the functional requirements of the component. 

ID Description Related Use 
Cases Comments 

FR_01 Searchable Encryption supports 
encryption with specific attributes 
defined by the Data Provider. 

UC_3, UC_4, UC_5 These attributes are 
part of the verifiable 
credentials of Data 
Consumers. 

FR_02 Searchable Encryption supports 
search upon encrypted data with 
specific attributes defined by the Data 
Provider. 

UC_1, UC_2, UC_5 These attributes are 
part of the verifiable 
credentials of Data 
Consumers. 

 

7.4.5 NON-FUNCTIONAL REQUIREMENTS 
The following table presents the non-functional requirements of the component (if any). 

Requirement 
Sub-category Id Description (Detailed description of the requirement) 

Functional 
Suitability 

NFR1 All entities with the specified attributes will be in position to decrypt the 
corresponding encrypted data (e.g., index).  

Performance 
efficiency 

NFR2 Encryption/decryption and search functionalities should be performed in 
efficient way.  

Compatibility NFR3 All entities with the specified attributes will be in position to decrypt the 
corresponding encrypted data (e.g., index). 

Usability NFR4 Authorized entities should easily search encrypted data indexes through 
the PISTIS platform. 

Reliability NFR5 Search results should be reliable and displayed only to authorised 
entities. 

Security NFR6 Data confidentiality and privacy of data provider and data consumer 
should be supported. 

 

7.4.6 COMPONENT ARCHITECTURE 
Figure 61 below presents the high-level architecture of the Searchable Encryption including 
the internal components of the tool. Such a component represents a significant advancement 
in secure data handling. It exemplifies how modern encryption techniques can be harmonized 
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with emerging technologies like blockchain to create a secure, transparent, and efficient data 
management system. This component is pivotal in enabling the PISTIS platform to handle 
sensitive data with the utmost security while ensuring that the data remains accessible and 
useful for authorized users. 

 
Figure 61: Searchable Encryption high-level Architecture 

7.4.7 TECHNOLOGY BACKGROUND 
The Searchable Encryption component is designed around the concept of Dynamic Symmetric 
Searchable Encryption (DSSE), a system that allows for the searching of encrypted data 
quickly and efficiently. DSSE is crucial for maintaining privacy while ensuring that data retrieval 
processes are swift and effective, especially important when dealing with large volumes of 
data stored in cloud environments. 

This component is implemented using Node.js and the implementation also involves the use 
of cryptographic libraries and APIs that support the operations of DSSE. These libraries ensure 
the secure handling of encryption keys and the execution of encryption algorithms, 
maintaining data confidentiality while enabling the search functionality. The use of these 
technologies ensures that the Searchable Encryption component can securely manage, index, 
and retrieve encrypted data without exposing sensitive information. 

 

7.4.8 GRAPHICAL USER INTERFACE 
As this component is a backend component, no UI is provided. 

 



https://docs.pistis-market.eu/developers/searchable-encryption/searchable-encryption
https://github.com/PISTIS-Platform/searchable-encryption
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7.5.6 COMPONENT ARCHITECTURE 
The Encryption/Decryption Engine is designed to secure and retrieve data by transforming it 
to and from an encrypted format, ensuring data privacy and integrity. This process is essential 
for protecting sensitive information in various applications. The engine includes two primary 
components: the 'Encrypt' module and the 'Decrypt' module. The Encrypt module takes an 
unencrypted dataset, often referred to as plaintext, and uses cryptographic algorithms to 
convert it into an encrypted form, known as ciphertext. This encrypted data ensures that 
sensitive information remains secure during storage or transmission. Conversely, the Decrypt 
module performs the reverse operation. It takes the encrypted dataset and applies the 
corresponding decryption algorithms to convert it back to its original form, making the data 
accessible for authorized use. The entire process is tightly integrated with the Self-Sovereign 
Identity (SSI) of the user, which manages the encryption keys, thereby ensuring that only the 
user with the correct identity credentials can decrypt the data. This mechanism is pivotal in 
maintaining data confidentiality and access control in compliance with privacy regulations. 

 
Figure 62: Encryption/Decryption Engine High Level Architecture 

 

7.5.7 TECHNOLOGY BACKGROUND 

The Encryption/Decryption Engine component combines Flask, a lightweight Python web 
framework, with high-performance C code to handle its core cryptographic functions. The 
encryption and decryption logic is implemented in C to leverage its speed and direct hardware 
access, essential for efficient and secure processing of cryptographic operations. Flask serves 
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as the interface layer, managing communication and coordination, including key exchange. 
The component also integrates with EJBCA, a robust Public Key Infrastructure (PKI) software 
that manages digital certificates and public keys. EJBCA supports multiple certificate 
authorities and hierarchical CA levels, allowing the engine to maintain a flexible and 
comprehensive security framework within a single deployment. In the Beta version, significant 
architectural changes have been introduced: the OpenDSU client now performs encryption 
and decryption locally within each factory, while the Flask server focuses on secure key 
management and exchange. This separation improves security by limiting key exposure and 
enhances scalability for distributed factory environments. Together, these technologies create 
a strong, modular, and extensible encryption system aligned with Self-Sovereign Identity 
principles. 

 

 

7.5.8 GRAPHICAL USER INTERFACE 
As this component is a backend component, no UI is provided. 

 

7.5.9 DEVELOPER DOCUMENTATION 

The developer documentation for the Encryption/Decryption Engine component may be 
accessed on the official PISTIS project documentation site at the following link: 

https://docs.pistis-market.eu/developers/encryption-decryption-engine/encryption-
decryption-engine 

7.5.10  SOURCE CODE  
The source code of the Encryption/Decryption Engine component is maintained in a private 
GitHub repository under the PISTIS project, accessible only to the PISTIS consortium and the 
reviewers at https://github.com/PISTIS-Platform/encryption-decryption-engine. 

 

7.6 ACCESS POLICY EDITOR 

7.6.1 COMPONENT DESCRIPTION  
Access Policy Editor is a component integrated with Keycloak 13  identity and access 
management platform within PISTIS and IAM API. The component serves as a centralized tool 
allowing PISTIS Data Factory Administrators to define and apply the access policies for the 
data to be placed over the PISTIS platform. 
The primary goal is to simplify the definition of scope-based policies through an intuitive web-
based UI editor. By doing so, administrators gain the ability to tailor access controls for specific 

                                                      
13 https://www.keycloak.org 

https://docs.pistis-market.eu/developers/encryption-decryption-engine/encryption-decryption-engine
https://docs.pistis-market.eu/developers/encryption-decryption-engine/encryption-decryption-engine
https://github.com/PISTIS-Platform/encryption-decryption-engine
https://www.keycloak.org/
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7.6.4 FUNCTIONAL REQUIREMENTS 
This section provides the functional requirements of the component. 

ID Description Related Use 
Cases Comments 

FR_01 Allow a PISTIS User (data provider) to create 
extra access policies, referring to its 
Organization, for a Data Asset during 
Injection phase. 

PISTIS.OUS.01, 
PISTIS.OUS.05 

 

FR_02 Allow a PISTIS User (data provider) to create 
extra access policies for a Data Asset during 
Publication phase. 

PISTIS.OUS.01, 
PISTIS.OUS.05 

 

FR_03 Allow PISTIS Organization Administrators to 
manage their organization users and assign 
roles. 

PISTIS.OUS.02  

FR_04 Allow PISTIS Organization Administrators to 
manage access policies for Data Assets 
belonging to users of the organization. 

PISTIS.OUS.05  

FR_05 Provide list of effective Access Policies of a 
PISTIS Asset to be bundled in the Blockchain. 

PISTIS.OUS.01 Provided to Asset 
Description Bundler and 
Data CheckIn during 
Injection and Publication 
of a Data Asset. 

FR_06 Register a new PISTIS Asset with its Access 
Policies specific attributes in Keycloak and 
create a set of default policies within the 
specific Organization. 

PISTIS.OUS.01 Provided to Data 
CheckIn during Asset 
Injection. 

FR_07 Register the publication of a PISTIS Asset with 
its Access Policies specific attributes in 
Keycloak and create a set of default policies 
within PISTIS ecosystem. 

PISTIS.OUS.01 Provided to Data 
CheckIn during Asset 
Publication. 

FR_08 Register a used-defined access policy for a 
PISTIS Asset during asset injection phase. 

PISTIS.OUS.01 Provided during Asset 
Injection. 

FR_09 Register a used-defined access policy for a 
PISTIS Asset during Publication phase. 

PISTIS.OUS.01 Provided during Asset 
Publication. 

FR_10 Management of complex access policies, 
defined by PISTIS Organization 
Administrators via Access Policy Editor web-
based. 

PISTIS.OUS.05 Provided to Access Policy 
Editor. 

 

7.6.5 NON-FUNCTIONAL REQUIREMENTS 
The following table presents the non-functional requirements of the component (if any). 

Requirement 
Sub-category Id Description (Detailed description of the requirement) 

Functional 
Suitability NFR1 The access policy editor complies with all specified functional 

requirements. 
Performance 
efficiency NFR2 The defined access policies can be enforced, by the access policy engine, 

without introducing long delays to the rest of the operations. 





https://nextjs.org/
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Figure 65: Listing of access policies during data asset publication phase (the default access policy) 

 
Figure 66: Registration of a new access policy during data asset publication phase 

Another part of the Access Policy component, also included in the PISTIS UI web-based GUI, 
aims to allow a PISTIS Organization Administrator to manage his organization users. Figure 67 
and Figure 68 illustrate this functionality. 
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Figure 67: Listing of PISTIS users within access policy editor 

  
Figure 68: Create (or edit) a PISTIS user 

Finally, Access Policy Editor component offers a standalone web-based GUI version to allow 
PISTIS Organization Administrators to manage access policies for the registered (published) 
assets. The access policies generated again follow the exclusion logic and address several 
criteria, as presented in the following screenshots. 

The screenshot below lists all the registered access policies within the access policy editor. 
The following attributes of each access policy are shown in the table: the name, the affected 
resource, the description, and the type. Each policy can be edited or deleted (under the 
"Actions" column). Access policies are shown paginated. Additionally, search functionality is 
provided within the list of access policies. Finally, the option to create a new access policy is 
available. 
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Figure 69: Listing of registered access policies within the access policy editor 

The screenshot below shows the creation of a new access policy for a user of an organization. 
The registration of such an access policy can be done by both the PISTIS administrator and the 
organization's administrator. 

 
Figure 70: Registration of a new access policy within access policy editor based on organization user 

The screenshot below shows the creation of a new access policy based on the attributes of a 
user's organization, which are: the country, the size, the type, and the domain of the 
organization. Such a policy can be added by both the PISTIS administrator and the 
organization's administrator. 





https://docs.pistis-market.eu/developers/keycloak/introduction


https://pistis-market.eu/srv/identity-access-management/api/docs
https://pistis-market.eu/srv/identity-access-management/api/docs/swagger-ui/index.html
https://github.com/PISTIS-Platform/platform-frontend
https://github.com/PISTIS-Platform/access-policy-editor
https://github.com/PISTIS-Platform/iam/tree/develop



